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Abstract 


This  research  expanded  Low-Probability-of-Intercept  (LPI)  communications  analysis  in  two 
areas.  First,  multimode  communication  was  included  to  account  for  ground-to-ground  and  air-to- 
ground  links  in  addition  to  the  standard  air-to-air  links  traditionally  used  in  LPI  analysis.  The 
propagation  equations  for  the  three  modes  of  interest  were  derived  and  included  in  LPI  analytic 
models  in  the  form  of  a  mode  quality  factor  to  account  for  multimode  LPI  scenarios.  This  new 
quality  factor  was  used  in  studying  several  communication  and  interception  link  combinations. 
Variations  due  to  differences  between  the  communication  and  interception  modes  were  presented 
graphically. 

Second,  atmospheric  conditions  were  included  to  account  for  atmospheric  attenuation.  Pre¬ 
viously,  both  links  were  assumed  to  be  under  the  same  atmospheric  conditions.  This  assumption 
limits  LPI  analysis  to  scenarios  where  the  receiver  and  interceptor  are  are  located  close  to  each 
other.  Therefore,  the  atmospheric  quality  factor  had  to  be  expanded  to  include  scenarios  where  the 
communication  link  and  the  interception  link  are  experiencing  different  and  possibly  fluctuating 
atmospheric  conditions.  The  atmospheric  propagation  losses  were  accounted  for  by  using  the  Liebe 
atmospheric  propagation  model  to  estimate  atmospheric  attenuation  in  dB/km  for  any  practical 
atmospheric  conditions.  The  atmospheric  quality  factor  was  then  applied  to  the  analysis  of  var¬ 
ious  scenarios  for  communication  and  interception  links  under  similar  and  different  atmospheric 
conditions.  The  results  were  represented  graphically  emphasizing  the  changes  in  LPI  quality  due 
to  atmospheric  conditions.  It  was  apparent  from  the  simulations,  that  LPI  analysis  was  greatly 
enhanced  by  including  the  atmospheric  quality  factor. 

Finally,  using  both  the  mode  and  the  atmospheric  quality  factors  along  with  all  the  standard 
quality  factors,  a  comprehensive  LPI  analysis  was  performed  for  many  possible  LPI  scenarios.  The 
results  were  presented  graphically  to  show  variations  due  the  mode  and  atmospheric  quality  factors 
on  LPI  analysis.  In  all  scenarios  considered,  theoretical  models  for  the  three  different  propagation 
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modes  and  estimates  of  atmospheric  attenuation  using  the  Liebe  model  were  used  in  simulations 
with  binary  phase  shift  key  (BPSK)  signals  and  a  wideband  radiometer  as  the  interceptor.  Sim¬ 
ilarly,  analysis  of  the  mode  quality  factor  indicates  certain  combinations  of  communication  and 
interception  modes  may  provide  an  advantage  to  the  communication  link,  such  as  in  the  case  of 
air-to-ground  communications  with  ground-to-ground  interception.  Analysis  of  the  atmospheric 
quality  factor  indicates  different  atmospheric  conditions  in  each  link  may  provide  an  advantage  for 
the  communication  link  such  as  in  the  case  of  air-to-air  communication  in  dry  air  with  air-to-air 
interception  under  100  mm/h  rain.  Alternatively,  the  mode  and  the  atmospheric  conditions  could 
degrade  overall  LPI  quality  if  the  above  situations  were  reversed.  The  results  clearly  showed  that 
the  mode  and  atmospheric  quality  factors  play  a  dramatic  role  in  LPI  analysis. 
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Analysis  of  Multimode  Low-Probability-of-Intercept  (LPI) 
Communications  With 
Atmospheric  Effects 

I.  Introduction 

1.1  Background 

The  prime  goal  of  communications  planners  is  to  transfer  information  between  a  transmit¬ 
ter  and  a  receiver  as  securely  as  possible.  This  goal  is  of  prime  importance  because  in  military 
communications  scenarios  it  is  inevitable  that  the  enemy  would  attempt  to  disrupt  or  intercept 
sensitive  information.  In  order  to  prevent  information  compromise,  several  methods  have  been 
employed  either  to  conceal  the  communications  signals  or  to  prevent  the  enemy  from  extracting 
usable  information  from  these  signals.  These  methods  are  divided  into  two  categories:  information 
security  (INFOSEC),  and  transmission  security  (TRANSEC)  [1]. 

The  first  category  INFOSEC,  aims  to  conceal  the  information  contained  in  the  signal,  not  the 
signal  itself,  in  order  to  prevent  tlic  interceptor  from  extracting  information  from  the  signal.  An 
example  of  INFOSEC  is  the  well-known  method  of  cryptography.  In  cryptography  the  message  is 
transformed  into  a  form  that  prevents  the  disclosure  of  its  content  by  the  interceptor  [2].  The  second 
category  TRANSEC,  which  aims  to  hide  communication  signals  while  making  them  less  susceptible 
to  jamming  and  interception.  To  prevent  interception,  TRANSEC  aims  to  lower  the  probability 
of  detection  by  unfriendly  receivers  through  reduction  of  the  signal-to-noise  ratio  (SNR)  of  the 
signal  at  the  intended  receiver;  at  the  unintended  receiver  the  probability  that  the  signal  will  be 
detected  and  exploited  is  greatly  reduced.  This  type  of  TRANSEC  signal  is  called  Low-Probability- 
of-Intercept  (LPI)  communications,  a  type  of  communication  that  is  fundamental  for  secure  and 
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survivable  communications  [2].  LPI  is  defined  as  the  design  of  the  most  efficient  communication 
system  that  maximizes  performance  and  minimizes  detectability  by  unintended  receivers  [3]. 

In  order  to  achieve  the  goal  of  secure  communications,  various  technologies  are  exploited, 
some  of  which  are  adaptive  antennas,  spread  spectrum  communications,  interference  suppression 
filters,  and  error  control  coding  [3].  The  use  of  these  technologies,  coupled  with  the  effect  of  several 
interfering  factors,  results  in  the  design  of  LPI  quality  factors. 

Although  these  factors  are  a  good  reference  and  means  of  design  assessment,  they  do  not 
fully  analyze  LPI  communications.  Specifically,  there  are  two  important  limitations  that  stand  out. 
First,  the  LPI  quality  factors  were  derived  for  air-to-air  communications  mode  and  do  not  consider 
others,  such  as  air-to-ground  and  ground-to-ground.  However,  all  modes  of  communications  are 
employed  to  transfer  information  in  military  operations.  Second,  the  traditional  LPI  quality  factors 
are  based  on  free  space  communications  and,  usually,  do  not  address  atmospheric  effects  properly. 
And  if  atmospheric  effects  are  considered,  it  is  assumed  that  the  receiver  and  transmitter  are  in 
the  same  atmosphere  and  nearly  at  the  same  distance  from  the  transmitter.  However,  in  most 
situations,  communications  are  not  conducted  under  free  space  conditions,  but  actually  under 
variable  atmospheric  conditions.  Also  the  standard  assumption  of  same  atmospheric  conditions  and 
same  distance,  on  both  the  cominuiiication  and  interception  links,  is  not  always  true.  Although 
several  models  of  the  atmosphere  have  been  developed,  none  were  used  to  study  and  incorporate 
the  atmospheric  effects  on  LPI  comnuiiiications.  Therefore,  when  it  comes  to  situations  other  than 
free  space  air-to-air  communications,  the  traditional  LPI  quality  factors  do  not  accurately  assess 
LPI  communications.  Consequently,  there  is  a  need  to  analyze  LPI  quality  factors  to  include  other 
modes  of  communications.  Further,  it  is  important  to  include  real  time  atmospheric  effects  in  LPI 
analysis  by  using  one  of  the  atmospheric  models.  This  analysis  will  result  in  a  better  assessment 
and  understanding  of  the  covertness  and  effectiveness  of  LPI  communications. 
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1.2  Problem  Statement 


Communication  security  and  survivability  are  very  crucial  to  the  success  of  military  opera¬ 
tions,  especially  if  they  are  conducted  in  hostile  territory.  The  measure  of  communications  covert¬ 
ness  can  be  quantified  through  the  LPI  quality  factors.  To  make  these  quality  factors  more  accurate 
and  general  the  two  limitations  mentioned  above  should  be  addressed  more  carefully.  Therefore, 
this  research  will  tackle  the  two  limitations  by  exploring  means  to  quantify  their  effects  and  include 
the  results  in  the  LPI  analysis.  First,  the  LPI  quality  factors  will  be  re-derived  to  be  valid  for 
three  modes  of  communications  commonly  used  in  information  transfer;  air-to-air,  air-to-ground, 
and  ground-to-ground.  This  can  be  achieved  by  including  another  factor  to  the  current  LPI  quality 
factors  to  account  for  the  communication  modes  employed  by  the  communication  and  interception 
links.  Second,  this  research  will  examine  atmospheric  effects  on  LPI  communication  links  by  using 
the  Liebe  model  of  the  atmosphere  to  quantify  atmospheric  effects  on  the  LPI  communication  links. 
Also  study  what  effect  changing  the  atmospheric  conditions  on  both  links  have  on  LPI  analysis. 

1.3  Summary  of  Current  Knowledge 

1.3.1  LPI  Communications.  The  main  objective  of  LPI  is  to  reduce  the  intercept  range 
with  respect  to  the  communication  range.  Achieving  this  goal  forces  intercepter  to  move  closer  to 
allow  detection  of  communication  signals.  Genercilly,  the  LPI  concept  started  with  a  simple  form  of 
LPI  systems  which  focused  on  reducing  the  transmitted  power  and  maintain  close  communications. 
This  resulted  in  limiting  the  communication  range  but  reduced  the  possibility  of  interception.  An 
example  of  such  a  system  is  the  ARC- 164  airborne  communication  system  which  is  installed  on 
most  aircrafts  built  by  western  countries.  The  ARC- 164  has  a  switch  which  changes  the  transmitted 
power  between  5  and  10  dBw.  The  5  dBw  position  is  for  secure  communications  and  the  10  dBw 
position  is  for  normal  communications.  Recently,  there  was  an  attempt  to  study  this  subject  in 
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depth  and  establish  some  metrics  to  aid  in  the  design  of  LPI  systems.  Glenn  Prescott^,  Lawrence 
Gutman^  and  Robert  Mills®  are  currently  considered  leading  LPI  researchers.  Their  work  resulted 
in  design  and  performance  metrics  for  LPI  communication  systems  called  the  LPI  quality  factors. 

These  quality  factors  are  LPI,  antenna,  interference  suppression,  modulation,  and  atmospheric 
quality  factors.  The  LPI  quality  factor,  QtPi,  is  a  measure  of  the  relation  between  the  commu¬ 
nication  and  interception  ranges.  The  antenna  quality  factor,  Qant,  compares  the  gains  of  the 
antennas  in  the  system.  The  interference  suppression  quality  factor,  Qjs,  compares  the  sensitivi¬ 
ties  of  the  receiver  and  interceptor  to  noise.  The  modulation  quality  factor,  Qmod,  compares  the 
SNR  required  by  the  receiver  to  receive  the  signal  and  the  interceptor  to  detect  the  signal.  The 
atmospheric  quality  factor,  Qatmi  compares  the  atmospheric  losses  in  both  the  interception  and 
communication  links.  The  full  details  and  derivation  of  these  quality  factors  is  discussed  in  section 
2.1,  the  main  formulas  are  given  as  [3] 

Qlpi  =  Qant  +  Qis  +  Qmod  +  Qatm-  (1-2) 

However,  it  is  known  that  using  the  air-to-air  propagation  equation  for  other  modes  is  very 
optimistic  since  the  air-to-air  mode  suffers  much  less  losses  than  the  air-to-ground  and  ground-to- 
ground  modes.  Therefore,  it  is  important  to  investigate  the  propagation  modes  in  more  detail  and 
include  the  results  in  the  LPI  analysis.  Also  the  atmospheric  quality  factor,  which  is  dependent 
on  the  losses  due  to  the  atmosphere  in  the  communication  and  intercept  paths,  was  not  clearly 
studied  and  was  assumed  to  be  negligible.  These  losses  are  a  function  of  frequency,  atmospheric 
conditions,  and  the  ranges  in  the  intercept  and  communication  paths.  However,  in  the  past,  the 

^University  of  Kansas  Telecommunication  and  Information  Science  Laboratory 
^Wright  Research  and  Development  Center,  Wright  Patterson  AFB 
*Air  Force  Institute  of  Technology  faculty  during  part  of  this  research 
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intercept  and  communication  ranges  and  losses  are  assumed  to  be  nearly  the  same.  Obviously,  this 
assumption  is  in  conflict  with  the  main  objective  of  LPI  communications,  the  desire  to  increase 
the  communication  range  as  much  as  possible  with  respect  to  the  intercept  range.  The  next  two 
sections  give  a  brief  discussion  of  the  atmosphere  and  propagation  modes. 

1.3.2  Communication  Modes.  Mainly,  there  are  three  communication  modes  air-to- 
air,  air-to-ground,  and  ground-to-ground.  These  modes  have  different  propagation  characteristics 
which  results  in  different  amount  of  propagation  losses.  The  air-to-air  and  ground-to-ground  prop¬ 
agation  modes  are  well  defined  and  formulated  [15]  [16].  But  there  is  no  conclusive  formulation 
for  air-to-ground  propagation.  Actually,  it  is  generally  assumed  that  the  air-to-ground  propagation 
losses  are  a  function  of  the  range  to  the  power  of  a  number  in  the  range  of  2  to  4  [10]  [29].  Since 
air-to-air  and  ground-to-ground  propagation  modes  represent  a  lower  and  upper  bounds  for  prop¬ 
agation  losses,  it  is  reasonable  to  consider  the  air-to-ground  loss  as  an  intermediate  loss  between 
them.  Another  issue  to  point  out  is  the  presence  of  several  propagation  models  such  as  the  Data 
model  that  predict  propagation  losses  for  a  given  scenario  [27].  But  such  propagation  models  have 
several  disadvantages  to  be  used  in  LPI  analysis  as  will  be  discussed  in  section  2.2 

1.3.3  The  Atmosphere.  The  main  part  of  the  atmosphere  that  affects  most  communi¬ 
cation  systems  is  the  lower  section  known  as  the  troposphere  (about  0-10  km  above  ground  level). 
Knowledge  of  the  effects  of  the  troposphere  on  communication  signals  is  essential  to  system  analysis 
because  the  atmosphere  is  within  the  troposphere  where  some  of  the  propagating  wave  energy  is 
absorbed  by  molecules,  mainly  water  and  oxygen,  present  in  the  atmosphere  [6].  Experimenters 
became  aware  of  the  effects  of  the  troposphere  on  wave  propagation  as  early  as  the  1930s  [25].  At 
that  time,  research  was  developed  on  transmission  in  the  VHF  band  of  frequencies.  Of  course, 
one  of  the  major  catalysts  for  the  communication  field  development  was  WWII,  during  which  a 
lot  of  research  and  development  of  communication  principles  and  techniques  were  established  and 
equipment  built  [4].  After  WWII,  an  unprecedented  advance  in  technology,  knowledge  and  appli- 
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cations  of  communications  began  to  take  place.  This  advance  resulted  in  an  increased  demand  on 
exploiting  more  and  more  of  the  higher  range  of  the  frequency  spectrum. 

However,  the  use  of  higher  frequencies  exposes  communication  signals  to  atmospheric  effects 
which  are  more  pronounced  as  frequency  increases  [5].  Although  a  lot  of  research  is  still  being  done 
on  the  atmosphere,  no  conclusive  formulation  has  been  achieved,  primarily  since  atmospheric  char¬ 
acteristics  are  extremely  variable.  Consequently,  much  of  the  design  and  planning  of  communication 
links  depends  on  empirical  information  based  on  extensive  observation  of  electromagnetic  waves 
propagation  characteristics.  Also,  some  researchers  have  introduced  models  of  the  atmosphere  that 
can  be  used  to  give  real  time  references  [6]. 

One  of  the  well-established  models  is  the  Liebe  Model,  also  called  the  Millimeter-wave  Prop¬ 
agation  Model  (MPM)  first  developed  by  The  Institute  for  Telecommunication  Science  (ITS).  The 
model  gives  a  practical  means  to  simulate  the  atmosphere  and  predict  signal  attenuation,  delay  and 
phase  dispersion  (0-30  km  altitude).  The  Liebe  Model  input  variables  are  barometric  pressure, 
temperature,  relative  humidity,  frequency,  suspended  water  droplet  concentration,  and  rainfall  rate 
[7].  Although  the  Liebe  Model  involves  some  approximations,  the  results  obtained  are  in  good  agree¬ 
ment  with  the  theoretical  values.  Therefore,  this  model  is  effective  for  studying  the  atmospheric 
effects  on  communication  links. 

The  calculation  of  range  is  commonly  performed  by  assuming  that  electromagnetic  waves 
propagate  with  velocity  c,  about  2.9979  x  10®  m/s,  which  corresponds  to  the  speed  of  light  in 
free  space.  However  in  most  applications,  waves  do  not  propagate  in  free  space,  but  actually 
travel  in  the  troposphere.  Thus,  the  wave  velocity  in  this  medium  is  less  than  c.  This  implies 
that  calculated  ranges  which  assume  free  space  are  optimistic  because  received  power  calculation 
is  based  on  assuming  free  space  losses,  and  this  power  is  used  to  predict  the  range.  But  actual 
received  power  is  lower  due  to  the  losses  being  higher,  resulting  in  a  lower  true  range.  Although  in 
most  applications  the  inaccuracy  of  computing  ranges  is  not  important,  there  are  situations  that 
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require  accuracy  in  range  measurement  [9].  One  such  situation  is  LPI  communications,  in  which 
range  computations  are  important  for  assessing  the  effectiveness  and  covertness  of  communication 
systems. 

1.4  Assumptions 

In  this  research  the  following  assumptions  apply: 

•  All  analyses  are  done  in  the  far  field.  Since  in  typical  communication  scenarios  the  vast 
majority  of  communication  links  are  established  over  a  range  of  tens  of  kilometers,  which  are 
basically  in  the  far  field  for  the  frequencies  of  interest. 

•  Earth  surface  is  assumed  to  be  quasi-smooth  and  flat  to  limit  the  research  to  propagation 
eflfects  and  avoid  terrain  effects. 

•  For  the  purpose  of  calculations  and  simulations  antennas  are  assumed  to  be  omni-directional. 
The  antennas  gains  are  accounted  for  in  the  antenna  quality  factor  which  is  also  an  important 
factor  in  LPI  link  analysis. 

•  The  Liebe  Model  of  the  atmosphere  gives  a  reasonably  correct  measure  of  atmospheric  effects 
on  signal  propagation.  This  assumption  should  be  valid  since  the  model  is  based  on  many 
years  of  meticulous  laboratory  experimentation  and  has  been  extensively  reviewed  by  propa¬ 
gation  scientists  and  engineers  in  the  related  discipline.  And  the  results  obtained  are  in  good 
agreement  with  theoretical  and  experimental  values. 

1.5  Scope 

This  research  examined  three  modes  of  communications  air-to-air,  air-to-ground,  and  ground- 
to-ground  to  give  LPI  metrics  that  apply  to  these  modes.  Also  the  analysis  included  atmospheric 
effects  on  the  communication  modes  being  studied.  In  addition,  situations  in  which  atmospheric 
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conditions  in  the  communication  and  intercept  paths  are  different  was  addressed  for  various  atmo¬ 
spheric  conditions  such  as  rain,  fog,  and  moist  air.  The  analysis  of  these  situations  shed  a  light 
on  the  possible  use  of  the  atmosphere  to  the  communicators  advantage,  enhancing  LPI  systems 
utilization.  The  propagation  and  atmospheric  effects  were  studied  employing  a  binary  phase  shift 
key  (BPSK)  signal  and  wideband  radiometer  as  an  interceptor.  The  effects  of  jamming  and  other 
forms  of  interference  were  not  considered. 

1.6  Approach 

The  research  was  conducted  in  the  following  order: 

•  The  initial  knowledge  of  LPI  communication  systems  and  quality  factors  was  gathered  by 
acquiring  and  reading  the  available  literature  on  LPI  communications,  wave  propagation, 
and  on  atmospheric  modeling. 

•  Propagation  equations  for  air-to-air,  air-to-ground,  and  ground-to-ground  communications 
were  derived. 

•  The  LPI  quality  factors  were  rc-derived  to  account  for  air-to-air,  air-to-ground,  and  ground-to- 
ground  communication  modes.  This  was  achieved  by  using  the  derived  propagation  equations 
in  the  same  analysis  used  in  the  rlerivation  of  the  original  LPI  quality  factors.  Also  to 
distinguish  between  the  propagation  modes  and  in  turn  the  communication  modes,  boundaries 
are  established. 

•  The  new  LPI  metrics  were  programmed  into  a  Matlab®  [registered  trademark  of  Mathworks] 
code  to  be  used  in  the  analysis.  The  Matlab®  code  asks  for  the  heights  and  other  system 
parameters  for  the  transmitter,  receiver,  and  interceptor  and  based  on  these  inputs  the  modes 
of  the  communication  and  interception  links  is  determined  by  the  code.  Also  it  gives  the 
propagation  losses  for  each  link. 
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•  The  Liebe  Model  of  the  atmosphere  was  programmed  into  a  Matlab®  code  to  be  used 
in  the  analysis.  This  code  has  input  variables  that  account  for  the  following  atmospheric 
parameters  temperature,  barometric  pressure,  relative  humidity,  frequency,  suspended  water 
droplet  concentration,  and  rainfall  rate. 

•  A  Matlab®  code  was  written  to  test  the  degradation  of  communication  signals  passing 
through  the  atmosphere  (The  Liebe  Model)  for  various  atmospheric  conditions. 

•  A  graphic  representation  of  the  analysis  showing  LPI  effectiveness  in  various  modes  of  com¬ 
munication,  and  showing  effect  of  the  atmosphere  on  these  modes  of  communication  was 
produced  to  clarify  the  importance  of  including  communication  modes  and  atmospheric  ef¬ 
fects  in  LPI  system  analysis. 

1.7  Material  and  Equipment 

The  Matlab®  software  available  in  the  AFIT  (Air  Force  Institute  of  Technology)  Com¬ 
puter  Sun  Workstation  was  used  for  performing  the  required  analysis  of  LPI  links,  and  graphic 
representation  of  the  results. 

1.8  Thesis  Organization 

This  thesis  consists  of  six  chapters.  Chapter  I  is  this  introduction.  Chapter  II  introduces  LPI 
communications  theory,  link  analysis,  quality  factors,  and  discrepancies  in  current  LPI  analysis. 
In  addition,  it  explains  interception  and  wideband  radiometer  intercept  receiver.  Also  it  discusses 
multimode  propagation  and  atmospheric  effects  issues.  Furthermore,  it  presents  the  concept  of 
Spread  Spectrum  (SS)  communications  and  its  advantages  for  LPI  communications.  Chapter  III 
presents  the  propagation  equations  for  air-to-air,  air-to-ground,  and  ground-to-ground  propagation 
modes.  In  addition,  it  introduces  the  boundaries  between  these  propagation  modes  which  are  used 
in  the  scenarios  studied  in  chapter  IV. 
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Chapter  IV  presents  the  possible  LPI  scenarios.  And  using  the  propagation  equations  for 
the  three  modes  of  communication  the  scenarios  are  analyzed  presenting  an  overall  multimode  LPI 
quality  equation.  As  a  result,  a  new  quality  factor  called  the  mode  quality  factor  is  introduced. 
Chapter  V  presents  and  discusses  the  results  obtained  for  propagation  and  atmospheric  effects 
on  LPI  links  for  the  various  scenarios  discussed  in  chapter  IV  showing  possible  enhancements  and 
vulnerabilities.  Also  it  discusses  and  graphically  presents  mode  and  atmospheric  attenuation  effects 
on  LPI  links  and  possible  utilization  of  atmospheric  conditions  to  enhance  covertness.  Chapter  VI 
summarizes  the  thesis  and  provides  recommendations  that  would  further  improve  LPI  analysis. 
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11.  Theory 


2.1  LPI  Communications 

The  objective  of  LPI  communications  is  to  reduce,  as  much  as  possible,  the  range  at  which 
the  signal  can  be  intercepted  by  unfriendly  receivers  while  at  the  same  time  maintaining,  or  even 
improving,  the  communication  range  of  the  intended  receiver.  A  graphical  representation  of  this 
objective  is  shown  in  figure  2.1  a  and  b.  Figure  2.1a,  illustrates  the  case  of  a  typical  conventional 


Tx;  Transmitter 
Rx:  Receiver 
I:  Interceptor 

Figure  2.1  Illustration  of  LPI  objective 

communications  situation  where  the  intercept  receiver  can  detect  the  signal  at  a  distance  larger  than 
the  communication  receiver  becattsi’  iuttuceptors  usually  require  lower  signal-to-noise  ratio  (SNR) 
to  detect  the  presence  of  a  signal.  However,  when  LPI  techniques  are  employed,  the  interceptor 
needs  to  move  closer  to  detect  the  signal  or  the  communication  receiver  can  increase  its  range  and 
still  be  able  to  receiver  the  signal  as  shown  in  figure  2.1  b. 

The  communication  system  designer  can  work  towards  achieving  information  transfer  between 
the  transmitter  and  the  receiver  while  reducing  the  probability  of  being  intercepted,  which  is  the 
goal  of  LPI  communications,  by  employing  a  variety  of  techniques  that  help  reduce  the  probability 
of  interception.  Some  of  these  techniques  are  high  gain  directional  antennas,  adaptive  nulling 
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antennas,  adaptive  interference  suppression  filters,  and  custom  waveform  design  [1].  A  well-known 
waveform  design  technique  is  spread  spectrum  which  based  on  using  a  transmission  bandwidth  that 
is  much  greater  than  the  minimum  bandwidth  required  for  the  signal. 


A  typical  air-to-air  communication  and  interception  communications  scenario  is  shown  in 
figure  2.2. 


Figure  2.2  Typical  LPI  scenario 


where 

•  Tx  is  the  transmitter 

•  Rx  is  the  receiver 

•  7  is  the  interceptor 

•  Ri  is  the  interception  range 

•  Rc  is  the  communication  range 

•  Li  is  atmospheric  losses  in  interception  link 

•  Lc  is  atmospheric  losses  in  communication  link 

•  Gtc  is  transmitter  antenna  gain  in  receiver  direction 
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•  Get  is  receiver  antenna  gain  in  transmitter  direction 


•  Gti  is  transmitter  antenna  gain  in  interceptor  direction 

•  Git  is  interceptors  antenna  gain  in  transmitter  direction 

In  this  environment  the  transmitter  is  attempting  to  convey  information  to  the  intended  receiver, 
and  the  intercept  receiver  is  trying  to  detect  the  signal,  and  maybe  extract  information.  At  the 
same  time,  several  jammers  are  aiming  to  disrupt  the  information  transfer  to  the  intended  receiver, 
which  of  course  will  result  in  the  same  effect  on  the  intercept  receiver.  In  order  to  understand  the 
relationship  between  the  various  parameters  of  the  systems  in  figure  2.2,  a  complete  link  analysis 
is  performed  in  the  following  subsections. 


2.1.1  LPI  communication  link  analysis.  The  performance  of  each  element  in  the  LPI 
communications  system  is  governed  by  several  performance  parameters,  giving  an  overall  measure 
of  the  LPI  quality  of  the  system.  For  example  the  jammer  is  characterized  by  its  transmitted 
power,  bandwidth  and  antenna  gain;  the  transmitter  is  characterized  by  its  transmitted  power, 
antenna  gain  and  type  of  modulation  employed;  the  interceptor  is  characterized  by  its  antenna 
gain,  noise  bandwidth  and  acceptable  probabilities  of  detection  {Pd)  and  false  alarm  (P/);  and 
the  receiver  is  characterized  by  its  antc'iina  gain,  noise  bandwidth,  system  noise  figure,  modulation 
type  employed,  and  minimum  bit  emn-gy  to  noise  power  spectral  density  (PSD),  Eb/Ng  required 
to  maintain  a  desired  bit  error  probability.  Pg.  The  last  parameter  is  the  most  important  from  the 
communicator’s  point  of  view.  Thus,  the  performance  requirement  is  the  bit  error  probability,  Pg. 
The  bit  energy  to  noise  ratio,  Eb/No.  can  be  related  to  the  signal-to-noise  PSD  ratio  by 


Sc  _  n  Sib 
N  N 

i»SC 


(2.1) 


where 


•  Sc  is  the  received  signal  power  in  watts 
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•  Rb  is  the  signal  bit  rate  in  hits/ second 

•  Eb  is  the  bit  energy  in  joules 

•  Nsc  is  the  noise  plus  interference  power  spectral  density  (PSD)  at  the  receiver  input  in 
watts  I  hz. 

Now  going  to  the  basic  link  budget  equation,  the  power  at  the  receiver  input  is  [11]  [10] 

q  =  PtGtcGct 

i47cRc/X)^L4Rc,ATMc) 

where 

•  Pt  is  transmitter  output  power  in  watts 

•  Gtc  is  transmitter  antenna  gain  in  the  receivers  direction 

•  Get  is  receiver  antenna  gain  in  transmitter  direction 

•  Re  is  the  communication  range  in  km 

•  LciRc,ATMc)  accounts  for  the  losses  due  to  the  atmosphere  and  is  explicitly  dependent  on 
Re,  the  communication  range,  and  ATMc,  atmospheric  conditions  in  communication  link. 

The  atmosphere,  in  turn,  depends  on  the  following  parameters 

ATMc  =  f  {Tie,Uic-,Wic,  Ric,  f ,  Pic)  (2.3) 

where 

•  Tic  is  ambient  temperature,  of  atmosphere  in  communication  link,  in  °C 

•  Uic  is  relative  humidity,  of  atmosphere  in  communication  link,  in  YoRH 

•  Wic  is  water  droplet  concentration,  of  atmosphere  in  communication  link,  in  g/m^ 

•  Ric  is  rainfall  rate,  of  atmosphere  in  communication  link,  in  mm/h 


(2.2) 
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r 


•  /  is  carrier  frequency  in  Ghz 

•  Pic  is  the  barometric  pressure,  of  atmosphere  in  communication  link,  in  kPa. 

And  noise  plus  interference(intentional  and  nonintentional)  PSD  at  receiver  input  is  [11] 

^ sc  ~  Aoc  “b  IVj'c 

Ni  M, 

Nsc  =  kTac  +  kTo{Fc  -  1)  +  E  E  9cn9cm^ 

n=l  m=l  ^ 

where 

•  Noc  is  thermal  noise  PSD,  at  receiver  input,  in  watts fhz 

•  Njc  is  jammers  PSD,  at  receiver  input,  in  watts/hz 

•  fc  is  Boltzmann  constant  1.38  x  10“^^  wattjK  —  hz  oi  JJK 

•  Tac  is  communication  receiver  antenna  temperature  in  K 

•  To  is  ambient  temperature  in  K 

•  Fc  is  noise  figure  for  communication  receiver 

•  Nj  is  the  number  of  jammers  and  jamming  directions 

•  Mf  is  the  number  of  frequencies 

•  gen  is  null  steering  antenna 

•  gem  is  adaptive  interference  suppression 

•  Jnmc  is  the  jamming  power  from  nth  jammer  in  mth  frequency,  at  receiver  input,  in 

•  Be  is  communications  receiver  bandwidth  in  hz 


(2.4) 


(2.5) 


watts 


2-5 


The  double  summation  term  represents  the  summing  the  effect  of  jamming  on  each  frequency 
component  by  all  jammers,  which  counts  for  Nj  jammers  transmitting  from  Nj  directions,  jamming 
Mf  frequency  components.  The  next  step  is  to  compute  the  signal  power  to  noise  plus  interference 
PSD  ratio  at  receiver  input  which  is  achieved  by  dividing  equation  2.2  by  Nsc  resulting  in  the 
following  [11]  [10] 

N,c  ~  {iiTRc/X)^NscLc{Rc,ATMcy  ^  ‘  ’ 

Then  rearranging  this  equation  gives  an  expression  for  the  communication  range,  Rc,  as 

n2  _  _ PjGtcGct _  f  1 

^  “  [^i^IXfNMRcATMc)  [SciNsc 

where  Lc  is  the  losses  due  to  the  atmosphere  in  the  communication  path,  and  is  a  function  of  the 
range  and  atmospheric  conditions  imposed  on  the  path. 


2.1.2  Interception  Link.  The  interceptor  is  required  to  maintain  a  desired  probability 
of  detection,  Pd,  and  probability  of  false  alarm,  Pf.  Therefore,  the  desired  performance  is  governed 
by  the  received  signal  power  to  noise  plus  interference  PSD  ratio,  Si/Ng,,  which  determines  Pd  and 
Pf.  The  intercept  link  is  analyzed  iti  similar  fcishion  using  intercept  parameters.  This  gives  power 
at  interceptor  input  as  [11]  [10] 


PtGtiGit 

{4TjRilXyLi{Ri,ATMi) 


(2.8) 


where 

•  Si  is  the  intercepted  signal  power  in  watts 

•  Gti  is  transmitter  antenna  gain  in  interceptor  direction 

•  Git  is  interceptor  antenna  gain  in  transmitter  direction 
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•  Ri  is  the  interception  range  in  km 


•  Li  accounts  for  atmospheric  losses  due  to  the  atmosphere  in  the  intercept  link 

•  AT  Mi  is  atmospheric  conditions  in  the  intercept  link 

And  noise  plus  interference  (intentional  and  nonintentional)  PSD  at  interceptor  input  is 

Nai  =  Noi  +  Nji  (2-9) 


or 


Nj  Mf 

Nai  =  kTai  +  kTo{Fi  — 

n=l  m=l 


QinQim 


nmi 

'W 


(2.10) 


similarly  giving  a  signal  power  to  noise  plus  interference  PSD  at  interceptor  input  of 


Si  _  PtGti&t 

Wi  ~  {ii^Ri/XYNaMRuATMiY 


(2.11) 


Then  rearranging  this  equation  gives  an  expression  for  the  interception  range,  Ri,  gives  [10] 


Si/Nai 

similarly,  Li  is  losses  due  to  the  atmosphere  and  is  explicitly  dependent  on  intercept  range  and 
atmospheric  conditions  imposed  on  the  intercept  path. 

2.1.3  LPI  Quality  Factors.  The  next  step  is  to  establish  a  meaningful  relationships 
between  the  receiver  and  interceptor  parameters  that  would  provide  an  insight  on  how  to  interpret 
these  relationships  to  be  able  to  give  a  measure  of  the  covertness  of  the  system.  Using  equations 


(2.12) 


i??  = 


PtGtiGit 


iA^^/Xf~Na^Li{Ri,ATMi) 
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2.7  and  2.12  for  the  communication  and  intercept  ranges.  Dividing  equation  2.7  by  2.12  gives 

-  (GtcGcA  (^\  [Si/N,A 

\Ri)  \GtiGu)  \Nsc)  \Se/Nsc)  \Lc)  '  ^  ^  ^ 

Then  converting  to  decibels 

201og  (&)  =  lOlog  (||2)  +  lOlog  (^)  +  lOlog  (|g)  +  lOlog  (|i)  .  (2.14) 

Which  is  defined  as  the  LPI  quality  factors  equation  given  as 

Qlpi  =  Qant  +  Qis  +  Qmod  +  Qatm-  (2.15) 

As  can  be  seen  equation  2.14  relates  similar  parameters  in  one  factor  which  are  defined  in  the 
following  sections. 

2. 1.3.1  LPI  Quality  Factor.  This  main  quality  factor,  according  to  this  deriva¬ 
tion,  defines  the  relationship  between  the  communication  and  intercept  ranges  and  is  given  by 

(hpi  =  20\og[^^.  (2.16) 

It  is  desired  for  LPI  communications  to  make  its  quality  factor,  Qlpii  large  as  possible.  From 
communicator’s  stand  point  large  Qlpi  means  a  larger  range  of  communications  or  lower  system 
requirements  for  some  given  range.  As  for  the  interceptor,  large  Qlpi  means  a  smaller  intercept 
range  or  higher  system  requirements  for  some  given  range. 

2. 1.3. 2  Antennas  Quality  Factor.  This  quality  factor  highlights  the  effect  of  the 
antennas  gains.  Mainly,  it  defines  the  relation  between  gains  of  the  antennas  in  the  system.  It  is 


2-8 


defined  as 


<34OT  =  101og(^^^j.  (2.17) 

To  improve  performance  or  covertness,  it  is  required  to  make  Qant  as  high  as  possible,  which  in 
turn  improves  Qlpi-  The  increase  in  Qant  can  be  achieved  by  using  directional  antennas  with 
high  gain  in  desired  direction  and  small  side  lobes  or  nulls  in  interceptor  direction.  This  requires 
large  Gtc  and  Get,  and  small  Gti-  As  for  Gu  it  is  the  interceptors  requirement  to  make  it  as  large 
as  possible.  But  the  interceptor  is  limited  by  how  much  Gu  can  be  increased  since  increasing  Gu 
means  a  narrower  antenna  beam  resulting  in  reducing  probabilities  of  intercepting  the  transmission 
in  the  right  direction  at  the  right  time. 

2. 1.3.3  Interference  Suppression  Quality  Factor.  This  factor  is  basically 
a  design  comparison  of  how  well  can  the  receiver  and  interceptor  suppress  interference  at  their 
inputs.  That  is,  how  much  interference  (intentional  or  nonintentional)  the  system  can  withstand 
and  still  be  able  to  receive  the  signal  and  distinguish  it  from  interference  for  both  the  receiver  and 
interceptor.  It  is  defined  as 


Qrs  =  101og(|^j  (2.18) 

where  N^i  is  the  total  interference  present  at  the  interceptor  input  and  Nsc  is  the  total  interfer¬ 
ence  present  at  the  receiver  input.  Therefore,  improving  interference  suppression  properties  of  the 
receiver  with  respect  to  the  interceptor  results  in  improving  Qlpi- 
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2.1. 3. 4  Modulation  Quality  Factor.  This  is  the  most  important  factor  since  it 
is  the  essence  of  the  system  performance.  It  is  defined  as 

^^°°  =  101og(f^)  (2.19) 

where  Si/Nsi  is  the  signal  power  to  noise  plus  interference  PSD  Ratio  required  by  the  interceptor  to 
intercept  the  signal,  and  Sc/Nsc  is  the  signal  power  to  noise  plus  interference  PSD  Ratio  required 
by  the  communication  receiver  to  receive  the  signal  and  extract  information  from  it.  Qmod  is 
independent  of  the  other  LPI  quality  factors  and  is  design  dependent  based  upon  the  receiver 
and  interceptor  design  parameters  Pe,  Pd,  and  Pf.  These  parameters  are  based  on  signal  design 
(modulation,  bandwidth,  and  detection  techniques).  Therefore,  any  measures  that  aim  to  decrease 
the  required  PSD  by  the  receiver  and  increase  the  required  PSD  by  the  interceptor  results  in 
increasing  Qmod  and  inturn  Qlpi- 

2. 1.3. 5  Atmospheric  Quality  Factor.  This  factor,  even  though  assumed  negli¬ 
gible  in  traditional  LPI  analysis,  it  could  prove  useful.  The  atmospheric  quality  factor  is  expressed 
as 

Qatm  =  19  log  “  “cPc  (2.20) 

where  aj  is  thedoss  due  to  the  atmosphere  in  the  intercept  path  in  dB/km,  and  cuc  is  the  loss 
due  to  the  atmosphere  in  the  communication  path  in  dB/km.  This  quality  factor  is  a  function  of 
the  communication  and  interception  ranges,  and  the  atmospheric  conditions  in  these  links.  As  a 
result,  it  is  desired  to  make  Oj  and  Rc  as  large  as  possible,  and  Uc  and  Ri  as  small  as  possible. 
It  can  be  noticed  that  there  is  a  direct  relationship  between  a,-  and  Rc,  therefore  increasing  ccj 
results  in  increasing  Rc  for  a  fixed  Oc  and  Ri.  The  eventual  result  desired  is  a  large  Qatm  which  in 
turn  increases  Qlpi-  The  traditional  LPI  analysis  basically  ignores  atmospheric  effects  under  the 
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assumption  that  the  receiver  and  the  interceptor  are  both  under  the  same  atmospheric  conditions 
and  are  at  nearly  the  same  range.  But  this  assumption  is  in  contradiction  with  the  way  LPI  quality 
factors  are  defined.  Because  according  to  LPI  analysis  the  atmospheric  quality  factor  is  a  function 
of  the  ranges  ratio  and  having  the  same  atmospheric  conditions  and  being  at  nearly  the  same 
range  means  that  ac  =  aj  and  Rc  =  Ri-  However  the  LPI  quality  factor  is  also  a  function  of  the 
ranges  ratio  and  when  they  are  equal  then  the  LPI  quality  factor  will  always  be  0  dB  even  if  other 
parameters  in  the  links  are  changed.  This  result  means  that  the  whole  LPI  analysis  is  useless. 
Therefore,  it  is  important  to  address  atmospheric  effects  more  clearly. 

Generally,  LPI  research  evolved  gradually  starting  with  point-to-point  communication  links, 
consisting,  basically,  of  a  transmitter-receiver  pair,  one  or  more  jammers,  and  an  interceptor.  Then 
it  was  expanded  to  include  multiple  access  networks  which  are  termed  Multiple  Access  LPI  (MALPI) 
which  is  defined  as  ”a  collection  of  users  sharing  a  radio  frequency  channel  such  that  the  detectabil¬ 
ity  of  the  overall  network  is  minimized”  [11].  Although  LPI  research  has  advanced  considerably  in 
the  last  few  years,  all  LPI  research  have  over  looked  two  important  issues.  First,  these  researches 
based  their  link  analyses  on  free-space  propagation  equation,  which  is  only  valid  for  air-to-air  com¬ 
munications.  Second,  they  tend  to  weakly  address  the  effect  of  the  atmosphere,  mainly  atmospheric 
attenuation. 

Therefore  it  is  important  to  address  propagation  modes  other  than  air-to-air  since  communi¬ 
cations,  especially  military  communications,  involve  all  modes  of  communications.  In  this  research 
the  focus  was  on  studying  air-to-air.  air-to-ground,  and  ground-to-ground  communication  modes 
and  establishing  an  LPI  formulation  that  is  valid  for  these  three  modes  and  compatible  with  the 
already  available  LPI  quality  factors  mentioned  in  chapter  two.  Also  atmospheric  effects  were 
considered  to  study  how  much  degradation  it  causes  on  LPI  links,  and  how  we  can  capitalize  on 
atmospheric  conditions  to  the  communicators  advantage,  which  will  be  discussed  also  in  chapter 

III. 
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2.2  Propagation  Models  And  Atmospheric  Models 


There  are  several  propagation  models,  mainly,  developed  for  point-to-point  mobile  communi¬ 
cations.  These  propagation  models  are  based  on  experimental  results  and  are  interested  in  closing 
the  communication  links.  Also  there  are  some  atmospheric  models  which  are  based  on  statisti¬ 
cal  averages.  To  give  more  detail  of  propagation  and  atmospheric  models  one  of  the  most  known 
propagation  models,  called  the  Hata  Model,  and  one  of  the  most  prominent  atmospheric  models, 
called  the  Liebe  Model,  are  discussed  in  the  next  two  sections  followed  by  a  discussion  if  their  is  a 
potential  for  using  either  one  in  LPI  analysis. 

2.2.1  The  Hata  Model.  The  Hata  Model  evolved  from  the  Okumura  method,  which 
is  a  method  for  predicting  propagation  mean  path  loss  based  on  extensive  experimental  studies. 
However,  since  Okumura’s  method  requires  extracting  results  from  a  family  of  curves  it  is  not 
practical  for  use  in  system  planning  [27].  Therefore,  Hata  put  Okumura’s  results  in  formulas,  using 
curve  fitting  techniques,  to  simplify  Okumura’s  results  and  make  them  easy  to  apply  [26]. 

Hata  established  empirical  formulas  to  give  the  predicted  path  loss  in  the  form  K{Rc)~'', 
where  AT  is  a  constant  dependent  on  the  situation  parameters  (antennas  heights,  frequency,  and 
range),  and  r  a  constant  in  the  range  of  2  to  4.  This  model  is  applicable  for  frequency  range  of 
150  to  1500  Mhz,  transmitter  heiglit  of  range  30  to  200  m,  receiver  height  range  of  1  to  10  m,  and 
communication  range  of  1  to  20  km.  The  mathematical  form  of  the  Hata  model,  for  quasi-smooth 
open  area,  is  given  by  [16]  [27] 

Lpp  =  T„^6an-4.78(log/)2-t-18.331og/- 40.94  dB  (2.21) 

Lurban  =  69.55 -f  26.16  log /- 13.82  log  h*  -  a(/ir)  +  (44.9  -  6.55  log  ^5  (2.22) 

a{hr)  =  (l.llog/-0.7)h,.-(1.561og/-0.8)  m  (2.23) 

where 
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•  Lpp  is  total  propagation  loss  in  dB 

•  Lurhan  is  Urban  areas  propagation  loss  in  dB 

•  /  is  the  carrier  frequency  in  Mhz 

•  ht  is  transmitter  antenna  height  in  m 

•  hr  is  receiver  antenna  height  in  m 

•  Rc  is  communication  range  in  km. 

This  expression  is  much  easier  to  use  to  predict  propagation  path  loss  than  Okumura’s  curves.  For 
more  detail  on  the  Hata  model  see  [27] 

2.2.2  The  MPM  Model.  As  discussed  in  chapter  I  it  is  desired  to  explore  higher 
frequencies  of  the  spectrum,  but  atmospheric  propagation  limitations  dominate  any  steps  of  moving 
towards  higher  frequencies.  Generally,  the  power  transmitted  from  an  antenna  is  attenuated  as  it 
travels  away  from  the  transmitter  due  to  two  independent  effects: 

1.  The  transmitted  wave  spreads  out  from  the  antenna. 

2.  The  wave  power  is  absorbed  and  scattered  by  the  medium  it  travels  in. 

The  first  phenomenon  can  only  be  dealt  with  by  using  receive  antennas  with  large  effective  area. 
As  for  the  second  phenomenon  the  signal  power  lost  can  not  be  captured  or  recovered  since  it  is 
lost  before  it  reaches  the  receiver.  For  tlie  purpose  of  this  research  the  focus  will  be  on  the  second 
phenomenon,  which  deals  with  molecular  absorption  due  to  atmospheric  gases  (  O2  and  H2O),  and 
absorption  and  scattering  by  liquid  and  solid  particles  in  the  atmosphere  (fog  and  rain)  [13]. 

To  be  able  to  predict  system  performance  in  a  given  atmospheric  condition  it  is  required  to 
have  a  model  that  effectively  predicts  how  the  atmosphere  will  attenuate  signals.  Of  course,  exact 
prediction  is  very  difEcult  but  it  is  possible  to  get  very  close  by  taking  into  account  the  largest 
possible  number  of  observable  phenomenon  to  assess  atmospheric  attenuation  on  signals  [7]  [8].  One 


2-13 


of  the  well-established  models  of  atmospheric  attenuation  is  the  MPM  Model  (For  more  detail  on 
the  MPM  Model  see  appendix  A). 

The  MPM  Model  was  developed  by  The  Institute  for  Telecommunication  Science  (ITS).  It 
provides  practical  means  to  simulate  the  atmosphere  and  predict  signal  attenuation,  delay,  and 
phase  dispersion  due  to  the  atmosphere  (0  -  30  km  altitude).  The  MPM  Model  input  variables  are 
barometric  pressure,  temperature,  relative  humidity,  frequency,  suspended  water  droplet  concen¬ 
tration  and  rainfall  rate  [7].  Although  the  MPM  Model  involves  some  approximations  the  results 
obtained  are  in  good  agreement  with  theoretical  and  experimental  values.  Therefore,  this  model 
is  good  for  studying  atmospheric  effects  on  communication  links.  The  derivation  of  propagation 
losses  in  terms  of  attenuation  and  phase  dispersion  is  achieved  by  using  the  electromagnetic  and 
propagation  theory.  Where  the  complex  propagation  constant  7  contains  the  attenuation  and  phase 
dispersion  factors  a  and  ft,  which  are  generally  real,  given  by  [24] 

j  =  a  +  jft  (2.24) 


which  is  also  defined  as  a  function  of  wave  propagation  electromagnetic  parameters  by  [22] 


(2.25) 


where  j  =  the  complex  operator,  w  —  2Tvf  is  the  radian  frequency,  fj,  is  the  medium  perme¬ 
ability,  e'  is  the  real  part  of  the  medium  permittivity,  and  e"  is  the  imaginary  part  of  the  medium 
permittivity.  These  terms  are  defined  as 


/i'  -  jn"  =  Ho  fir 

H/m 

(2.26) 

e'  -  je"  =  eo€r 

F/m 

(2.27) 

where  fi’  is  the  real  part  of  the  medium  permeability,  //"  is  the  imaginary  part  of  the  medium 
permeability,  fir  is  the  relative  permeability,  fig  is  the  absolute  permeability,  is  the  relative 
permittivity,  and  €„  is  the  absolute  permittivity.  These  parameters  define  the  speed  of  light,  c,  and 
the  refractive  index,  n,  by 


1 

c  =  - 

■sj 

(2.28) 

~  “sj 

(2.29) 

The  variations  in  the  value  of  the  refractive  index  are  usually  small,  therefore  a  more  convenient 
measure  of  the  refractive  properties  of  the  atmosphere  is  introduced,  which  is  called  the  refractivity, 
Nt,  defined  as  [25] 

Nt  =  N„i  +  N  =  Noi  +  N'-  jN"  =  (n  -  1)10®  (2.30) 

where  Ngi  is  the  nondispersive  part  of  refractivity,  N'  is  the  real  part  of  dispersive  refractivity  , 
and  N"  is  the  imaginary  part  of  dispersive  refractivity.  Using  the  above  definitions  of  the  variables 
in  equation  2.25  simplifies  to 


7  =  Jll's/jte  -  jw^floflr^o^r 


(2.31) 


(2.32) 


(2.33) 


(2.34) 
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Then  equating  the  real  and  imaginary  parts  gives 


Np/m 

(2.35) 

rad/m 

(2.36) 

And  using  the  conversion  factor  [22];  from  Np/m  to  dB/ 

57.296.  which  are  then  converted  to  dB/km  and  deg /km 

m  of  8.69,  and  from  rad/m 

results  in  [7] 

to  deg/m  of 

a  =  0.1820/JV" 

/3  =  3.36/Ar'. 

dB/km 

deg/km 

(2.37) 

(2.38) 

The  following  figures  give  examples  of  the  results  obtained  by  the  MPM  Model  showing  the 
amount  of  attenuation  suffered  by  electromagnetic  waves,  propagating  through  the  atmosphere,  as 
a  function  of  frequency  and  atmospheric  conditions. 

Figure  2.3,  shows  atmospheric  attenuation  in  dB/km  with  respect  to  frequency  in  varying  hu¬ 
midity  levels  in  the  atmosphere.  Figtir<>  2.4,  shows  atmospheric  attenuation  ,  dB/km,  with  respect 
to  frequency  in  varying  rain  levels.  And  figure  2.5  presents  atmospheric  attenuation,  dB/km,  with 
respect  to  frequency  for  different  fog  levels.  In  conclusion,  we  define  better  or  favorable  atmospheric 
conditions  as  the  conditions  when  the  atmospheric  losses  get  lower  and  worse  atmospheric  condi¬ 
tions  when  losses  get  higher.  Atmospheric  losses  increase  when  atmospheric  parameters  increase 
such  as  rainfall  rate,  barometric  pressure,  fog  level,  and  humidity. 

2.2.3  Discussion  of  Models.  The  Hata  propagation  loss  model  presented  in  previous 
sections,  similar  models,  have  some  short  comings  which  can  be  summarized  in  the  following  three 
points.  First,  atmospheric  effects  are  implicitly  included  in  the  experimental  results  and  the  con- 
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Frequency  in  QHz 

Figure  2.3  MPM  model  attenuation  in  humid  air  for  five  values  of  relative  humidity,  Ui,  {Ui  =  0, 
25,  50,  75  and  100  %RH  ) 


Attenuation  in  dB/km  in  Rain 


Figure  2.4  MPM  Model  attenuation  in  rain  for  five  values  of  rainfall  rate,  f?/,  {Ri  =0,  25,  50,  75 
and  100  mm(h) 
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Frequency  in  GHz 

Figure  2.5  MPM  Model  Attenuation  in  Fog  for  three  levels  of  water  droplet  concentration,  Wi, 
{Wi  =0,  0.25  and  0.5  g/mm^) 

sequent  formulas  can  not  be  used  to  extract  the  LPI  quality  factors  separately.  However,  in  LPI 
analysis  it  is  desirable  to  be  able  to  consider  atmospheric  losses  and  mode  effects  separately  and 
utilize  either  one  or  both  to  enhance  covertness.  Second,  this  model  and  others  similar  in  format 
and  derivation  (  such  as  Allbrook's.  Blomquist-Ladell,  and  Edward-Durkin  models  [16]  [18])  are 
based  on  experimental  results  obtaiin-d  in  a  certain  area  or  location  under  certain  atmospheric  con¬ 
ditions  [18].  Consequently,  these  results  do  not  necessarily  apply  to  other  areas.  Third,  they  tend 
to  mix  air-to-ground  and  ground-to-ground  propagation  modes  and  do  not  have  distinct  boundaries 
between  them.  Therefore,  it  is  not  practical  or  useful  to  use  a  propagation  model  in  LPI  analysis. 
As  for  the  Liebe  model  of  the  atmosphere,  it  gives  a  great  degree  of  flexibility  in  being  able  to 
give  the  atmospheric  attenuation  for  any  weather  conditions.  In  addition,  it  gives  the  atmospheric 
attenuation  in  dB/km  which  directly  fits  in  the  atmospheric  quality  factor  in  LPI  analysis  by  ac 
and  CKj  for  any  given  atmospheric  conditions.  Therefore,  the  Liebe  model  can  be  merged  in  LPI 
analysis  to  create  a  useful  atmospheric  quality  factor. 
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The  previous  discussions  showed  that  more  work  is  needed  to  put  the  propagation  modes 
into  perspective.  On  the  other  hand,  the  Liebe  model  gives  a  very  good  and  practical  means 
of  measuring  atmospheric  losses  under  any  weather  conditions.  Before  going  any  farther,  since 
the  main  objective  of  LPI  is  to  make  Rc  and  Ri  comparatively  small.  And  since  the  antennas  are 
assumed  to  be  omnidirectional  (unity  gain)  the  only  possible  quality  factor  that  can  be  employed  to 
achieve  the  LPI  objective  (ignoring  the  atmospheric  quality  factor  and  the  modes)  in  the  traditional 
LPI  analysis  is  modulation  quality  factor,  Qmod-  Popular  techniques  to  increase  Qmod  are  spread 
spectrum  (SS)  techniques.  Spread  spectrum  is  used  to  compensate  for  mode  losses  or  atmospheric 
losses  or  both  by  increasing  transmitting  power  to  maintain  the  communication  link  by  maintaining 
the  required  postspreading  SNR  while  reducing  the  SNR  received  by  the  interceptor.  The  use  of  SS 
in  LPI  is  discussed  in  more  detail  in  chapter  V.  The  next  section  gives  a  brief  discussion  of  these 
techniques. 

2.3  Spread  Spectrum  (SS)  Communications 

As  mentioned  in  chapter  I  one  of  the  methods  to  achieve  jam  resistant  and  LPI  communica¬ 
tions  is  Spread  Spectrum  (SS)  techniques.  This  section  presents  spread  spectrum  theory  and  its 
benefits  to  LPI  communications. 

In  spread  spectrum  the  modulated  information  is  modulated  (spread)  a  second  time,  not 
dependent  on  the  information  first  modulation,  to  expand  the  bandwidth  of  the  transmitted  signal 
and  make  it  larger  than  the  original  information  bandwidth  [23].  This  process  makes  the  signal 
power  spectral  density  (PSD)  resemble  additive  white  Gaussian  noise  (AWGN)  which  makes  the 
signal  appear  noise  like  or  random  at  the  intercept  receiver.  At  the  intended  receiver  the  signal 
is  deterministic  and  detectable  since  the  intended  receiver  has  prior  knowledge  of  the  spreading 
technique  employed  by  the  transmitter  [2].  Spread  spectrum  techniques  have  the  following  main 
properties  [14] 
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1.  The  transmitted  signal  bandwidth  is  greater  than  the  minimum  bandwidth  required  by  the 
modulated  information. 

2.  The  modulated  information  is  spread  by  using  a  spreading  code  signal  that  is  independent  of 
the  modulated  information. 

3.  the  intended  receiver  despreads  the  received  signal  by  correlating  it  with  a  replica  of  the 
spreading  code  signal  employed  by  the  transmitter.  Then  the  modulated  information  is 
demodulated  using  conventional  demodulation  techniques. 

Spread  Spectrum  (SS)  has  several  applications  and  desirable  advantages  such  as  improvement  of 
signal  interference  rejection  capabilities,  code  division  multiple  access  (CDMA)  applications,  and 
enhanced  Low-Probability-of-Interception  (LPI)  capabilities  [23].  There  are  three  primary  spread 
spectrum  techniques  [Ij: 

1.  Direct  Sequence  Spread  Spectrum  (DS-SS)  in  which  the  modulated  information  is  spread  by 
modulating  the  modulated  information  with  a  digital  code  sequence  called  Direct  Sequence 
(DS). 

2.  Frequency  Hopping  Spread  Six'ctnim  (FH-SS)  in  which  the  modulated  information  is  shifted 
over  a  larger  bandwidth  divi(lc<l  into  a  number  of  cells  of  bandwidth  equal  to  that  of  the 
information  bandwidth.  The  shifting  is  controlled  by  a  code  sequence. 

3.  Time  Hopping  Spread  Spectrum  (TH-SS)  in  which  bursts  of  the  modulated  information  are 
transmitted  at  time  intervals  dictated  by  a  code  sequence. 

In  this  research  only  one  result  of  SS  is  of  interest  which  is  the  processing  gain,  Gp.  Therefore,  to 
obtain  the  processing  gain  DS-SS  is  discussed  briefly  in  the  next  section. 

2.3.1  Direct  Sequence  Spread  Spectrum.  Direct  sequence  spread  spectrum  ran¬ 
domly,  using  a  pseudo-random  code  sequence,  varies  the  modulated  information  phase  prior  to 
transmission  [1].  This  results  in  spreading,  randomly,  the  transmitted  power  over  the  entire  SS 
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bandwidth  reducing  the  power  spectral  density,  PSD,  level  [26].  At  the  other  end  of  the  communi¬ 
cation  link  the  receiver  is  required  to  perform  two  additional  steps  compared  with  the  conventional 
receiver.  First,  it  must  learn  the  code  sequence  that  was  employed  by  the  transmitter  to  spread 
the  signal,  this  process  is  called  acquisition.  Then  continue  to  reproduce  this  code  sequence,  this 
process  is  called  tracking.  The  acquisition  and  tracking  processes  together  are  called  synchroniza¬ 
tion.  Second,  the  receiver  is  also  required  to  return  the  received  signal  to  its  modulated  information 
bandwidth  by  removing  the  SS  bandwidth.  The  SS  bandwidth  is  removed  by  multiplying  the  re¬ 
ceived  signal  with  a  replica  of  the  spreading  code  used  by  the  transmitter.  This  process  is  called 
carrier  despreading  [2].  After  the  despreading  the  signal  is  in  its  standard  modulated  information 
form  which  can  be  conventionally  demodulated  to  extract  the  information  transmitted. 

A  conceptual  diagram  of  a  typical  DS-SS  system  is  shown  in  figure  2.6  [23]. 

The  digital  binary  baseband  information,  d{t),  is  phase  shift  key  (PSK)  modulated  by  the 
first  modulator  giving  the  modulated  waveform  s(t)  by 

s(t)  =  \/^  cos  {wot  + (j>d{t))  (2.39) 

where  Wg  is  the  carrier  frequency.  P  is  tlie  carrier  power,  and  (j>d{t)  is  the  data  phase  modulation. 
Then  multiplying  s{t)  by  the  spreadiiii;  code  gives  the  transmitted  signal  as 

y{t)  =  V  2  P  cos{w  gt  +  <j>d{t)  +  (l>c{t))  (2.40) 

where  0c(t)  is  the  spreading  code  phase  modulation. 

The  binary  Phase  Shift  Keying  (BPSK)  is  achieved  by  making  the  spreading  code  and  infor¬ 
mation  signals  have  an  instantaneous  phase  change  of  tt  radians;  that  is,  they  are  both  antipodal 
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Transmitter 


Correlator 


Receiver 

Figure  2.6  Direct  Sequence  Spread  Spectrum  (DS-SS)  Transmitter  and  Receiver 
pulse  streams  with  pulse  values  of  +1  or  —1.  This  reduces  equation  2.40  to 


y{t)  =  \/2Pd{t)c{t)  cos(wot). 


(2.41) 


The  signal  reaches  the  receiver  with  propagation  delay,  and  random  phase,  <p,  in  the  range  0  to 
27r  radians.  Then  the  input  to  the  receiver  is 


r(f)  =  V^d{t  -  Td)c{t-Td)  cos  {wo{t  -  Td)  +  <!>) 


(2.42) 


the  receiver  estimate  of  the  propagation  delay  is  fd  consequently  delays  the  spreading  code  replica 
by  that  amount  of  time.  Then  the  received  signal  is  multiplied  by  the  delayed  spreading  code 
replica  giving  the  despread  signal  as 

rc{t)  =  \/^c{t  -  Td)c(t  -  fd)  cos  (wo{t  -  Td)  +  <i>).  (2.43) 

Now  if  the  receiver  estimate  of  the  propagation  delay  is  correct,  that  is  Td  =  fd  then 

c(t  -  Td)cit  -  fd)  =  c\t)  =  1  (2.44) 


resulting  in  the  following  despread  signal 

rc{t)  =  V2Pcos{woit-Td)  +  <i>).  (2.45) 


This  is  similar  to  the  modulated  information  but  has  a  time  delay  of  Td  and  a  random  phase  of  (ft. 
The  despread  signal  is  then  demodulated  with  a  conventional  BPSK  demodulator  and  the  baseband 
information  is  recovered  [23]  [26]  [14], 

As  mentioned  earlier  the  imi>oi  taiit  factor  in  SS  of  interest  in  LPI  communications  is  the 
processing  gain,  Gp.  It  is  a  measure  of  the  effectiveness  of  the  spreading  process  and  is  defined  by 


^mod 


(2.46) 


where  Bgs  is  the  spread  signal  bandwidth  and  Bmod  is  the  modulated  signal  bandwidth  which 
equals  the  receiver’s  bandwidth,  Be-  The  processing  gain  is  of  prime  importance  in  improving 
signal  covertness  for  LPI  communications,  because  the  transmitted  power  is  spread  over  the  entire 
SS  bandwidth,  Bsa,  giving  a  PSD  of  Pt/Bss-  At  the  receiver  the  spreading  effect  is  removed  by 
the  despreading  process.  For  the  interceptor,  the  interception  bandwidth,  Bi,  is  much  smaller  than 
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Bas-  This  results  in  reducing  the  received  SNR  at  the  interceptors  input,  so  if  in  conventional  com¬ 
munication  the  required  SNR  for  interception  is  SNRconv  and  in  SS  communications  the  required 
SNR  for  interception  is  SNRas  then  they  can  be  related  by  [10] 


SNRaa  =  (2.47) 

where  SNRconv  is  the  SNR  required  by  the  interceptor  if  conventional  modulation  is  employed  by 
the  communication  link,  and  SNRaa  is  the  SNR  required  if  the  communication  link  employed  SS 
techniques.  Equation  2.47  indicates  that  the  intercept  signal  SNR  is  reduced  by  a  factor  of  1/Gp 
compared  with  conventional  modulation  resulting  in  lowering  the  interception  effectiveness.  Also 
the  signal  power  to  noise  plus  interference  PSD  at  the  interceptor  input  is  also  reduced  by  a  factor 
of  1/Gp.  Therefore,  the  interceptor  is  required  to  move  closer  to  increase  the  received  power  level 
to  detect  signals  or  reduce  the  system  requirements  in  terms  of  probabilities  of  detection  and  false 
alarm  to  detect  the  signal  at  the  same  distance.  Also  the  processing  gain  has  an  upper  limit  with 
current  design  and  hardware  technologies  available  and  is  in  the  order  of  about  10  Mhz  [2].  And  as 
the  processing  gain  gets  larger  the  transmitter  and  receiver  become  more  complex  and  expensive. 

It  is  also  important  to  consider  the  interception  process  to  more  fully  understand  what  hap¬ 
pens  on  both  the  communication  and  interception  links  in  LPI  communications.  Next  interception 
basics  are  presented  followed  by  a  discussion  of  the  worst  case  interceptor. 

2-4  Interception 

The  objective  of  LPI ,  as  mentioned  earlier,  is  to  minimize  the  probability  of  detection  by  the 
unintended  receiver  (interceptor)  while  maximizing  reception  by  the  intended  receiver.  Therefore, 
it  is  important  to  know  how  intercept  receivers  work  to  assess  their  performance  characteristics 
for  LPI  analysis.  The  intercept  receiver  is  characterized  by  its  probability  of  detection,  Pd,  and 
probability  of  false  alarm,  P/.  These  two  probabilities  determine  the  required  intercept  receiver 
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decision  threshold,  Vx,  which  determines  the  required  signal-to-noise  ratio  (SNR),  at  the  intercept 
receiver  input,  for  detecting  the  presence  of  a  signal  at  the  receivers  input  [26]  [12].  This  is  achieved 
through  statistical  analysis  and  decision  theory.  The  intercept  receiver  generates  a  test  statistic 
and  compares  it  with  the  decision  threshold,  Vt-  If  the  result  of  the  test  statistic  is  lower  than 
the  threshold  then  hypothesis  Ho  is  declared  (no  signal  is  present).  And  if  the  result  of  the  test 
statistic  is  higher  than  the  threshold  then  hypothesis  H\  is  declared  (signal  is  present). 

Putting  it  all  together,  any  of  the  following  situations  could  take  place.  First,  hypothesis  Ho 
could  be  declared  when  a  signal  was  actually  present.  This  is  considered  a  miss.  Second,  hypothesis 
H\  could  be  declared  when  a  signal  is  present.  This  is  a  detection.  Third,  hypothesis  Hi  could  be 
declared  when  no  signal  was  present.  This  is  considered  a  false  alarm.  These  cases  in  mathematical 
form  are  as  follows:  the  probability  of  detection  is 

Pd=  r  fv\HA'^\Hi))dv  (2.48) 

JVt 

the  probability  of  false  alarm  is 

pOO 

Pf  =  /  fv\HMHo)dv  (2.49) 

JVt 

and  the  probability  of  miss  is 

Pm  =  l-Pd  (2.50) 

were  fv[Ho  fv\Hi  ^.re  the  hypotheses  conditional  probability  density  functions  [1]  [28]. 

For  the  intercept  link  any  type  of  interceptor  could  be  used.  To  present  a  worst  case  situation 
the  wideband  radiometer  is  used,  which  is  discussed  next. 

2.4-1  Wideband  Radiometer.  The  Wideband  Radiometer  shown  in  figure  2.7,  also 
known  as  The  Energy  Detector,  is  the  simplest  intercept  receiver.  The  energy  received  in  a  given 
bandwidth,  5,-,  and  an  observation  time,  T,-,  is  estimated  then  compared  with  the  decision  threshold. 
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In  terms  of  signal-to-noise  PSD  equation  2.51  becomes 


(2.55) 


This  is  known  as  the  Edell  Model  [12],  and  provides  the  interception  part  of  the  modulation 
quality  factor,  Qmod  in  LPI  analysis.  For  a  complete  derivation  of  the  Edell  Model,  see  appendix 
B. 

This  chapter  introduced  the  LPI  communications  and  quality  factors,  propagation  models, 
and  an  atmospheric  model.  The  LPI  quality  factors  do  not  address  communication  and  interception 
modes  of  communication  and  effectively  ignore  realistic  propagation  losses  on  each  path.  Further¬ 
more,  the  models  available  for  ground-to-ground  communications  are  not  suitable  for  LPI  analysis. 
Also  the  Liebe  model  highlights  the  importance  of  considering  atmospheric  attenuation  especially 
in  certain  weather  conditions  such  as  rain.  In  addition.  Spread  spectrum  was  discussed  introducing 
the  processing  gain  and  how  it  plays  an  important  role  in  LPI  communications.  Also  interception 
was  introduced  and  intercept  variables  were  related  to  LPI  analysis.  Towards  obtaining  a  mode 
quality  factor,  the  next  chapter  introduces  formulas  for  air-to-air,  air-to-ground,  and  ground-to- 
ground  propagation  modes.  Also  the  issue  of  determining  or  defining  the  boundaries  between  these 
modes  is  discussed  to  create  a  foundation  for  understanding  multimode  propagation. 
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III.  Propagation  Modes 


As  discussed  earlier  the  present  LPI  quality  factors  only  consider  the  air-to-air  mode  of  com¬ 
munications.  Therefore,  it  is  essential  to  establish  or  improve  the  LPI  analysis  to  take  into  account 
air-to-ground  and  ground-to-ground  modes  of  communication.  For  the  purpose  of  including  other 
modes  of  communications  it  was  important  to  revisit  the  LPI  link  analysis  taking  into  consideration 
the  multimode  communications  issue.  This  requires  deriving  the  propagation  or  link  equations  for 
the  three  modes  of  communication  concerned. 

3.1  Propagation  Equations 

On  one  hand,  the  air-to-air  mode  is  widely  used  and  is  well  defined  in  literature  [15]  [14] 
[13].  On  the  other  hand,  the  ground-to-ground  mode  is  not  widely  used,  and  ground-to-air  mode 
is  not  clearly  defined.  But  they  are  all  some  how  related  as  we  will  see  later.  Also  since  there  are 
three  modes,  the  boundaries  between  these  modes  must  be  established.  Next  we  look  at  each  mode 
separately  then  we  try  to  link  them  with  each  other. 

3.1.1  Air-to-Air.  The  fundamental  derivation  starts  with  the  assumption  that  the 
antenna  is  omnidirectional  or  an  isotropic  radiator  (G=  0  dB)  [21]  [15].  As  shown  in  figure  3.1  the 
power  density  as  a  function  of  distance.  P{d),  is  related  to  the  transmitted  power,  Pj,  by 


p{R)  = 


Pi 


watts/m^. 


(3.1) 


The  received  power,  Pr,  intercepted  by  the  receiving  antenna  is  given  by  [19]  [15]: 


P  —  A 
"  47ri?2  " 


watts 


(3.2) 
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where  Aer  is  the  effective  area  of  the  receiving  antenna.  Now  taking  into  consideration  a  non¬ 
isotropic  antenna  gain,  Pt  is  replaced  with  the  EIRP  (Effective  Isotropic  Radiated  Power),  which 
is  defined  as 


EIRP  =  PtGt 


where  Gt  is  the  transmitting  antenna  gain.  This  gives  the  received  power  as 


P 

"  47rR2  ' 


But  the  effective  area  of  the  antenna  is  generally  defines  as  [20] 


(3.3) 


(3.4) 


A,  = 


GX^ 

47r 


(3.5) 
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where  G  is  the  antenna  gain  and  A  is  the  wavelength  of  the  carrier  .  The  resulting  equation  for 
air-to-air  mode  is  [14] 


PtGtGrX^ 

(47ri?)2  • 


(3.6) 


Equation  3.6  presents  only  the  very  simple  form  of  the  air-to-air  propagation  equation,  which  is 
known  as  free-space  equation.  So  in  a  more  realistic  scenario  other  losses  need  to  be  added  resulting 
in  [15] 


PtGtGrX^ 

{ArRyLtLpLATM 


(3.7) 


where  Lt  is  transmission  line  loss,  Lp  is  antenna  pattern  loss,  and  Latm  is  atmospheric  losses.  For 
this  research  only  atmospheric  losses  are  considered.  Therefore  the  equation  that  will  be  used  is 


PtGtGrX^ 

{4'kR)^Latm 


(3.8) 


Next  the  ground-to-ground  mode  will  be  considered. 


3.1.2  Ground-to- Ground.  For  distances  in  the  order  of  tens  of  kilometers  it  is  accept¬ 
able  to  assume  a  flat  earth  rather  than  round  earth.  Also  it  is  assumed  that  we  have  a  small  grazing 
incidence  angle  so  that  the  reflection  coefficient  is  T  =  —1.  First  it  is  worth  mentioning  that  this 
derivation  is  based  on  specular  reflection  and  other  factors  are  not  included  [16]  [17].  Also  the  issue 
of  rough  terrain  is  ignored  in  this  analy.sis.  The  pertinent  geometry  is  shown  in  figure  3.2. 

where 


•  Rd  is  the  direct  range  between  transmitter  and  receiver 

•  Rr  is  the  reflected  or  indirect  range  between  transmitter  and  receiver 
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Figure  3.2  Propagation  over  a  plane  earth 

•  6R  is  the  path  difference  between  and  Rr 

•  R  is  the  azimuth  range  between  the  transmitter  and  receiver 

•  ht  is  the  transmitter  height  above  ground  level 

•  hr  is  the  receiver  height  above  ground  level 

•  0  is  the  grazing  angle 

•  Tx  is  the  transmitter 

•  Rx  is  the  receiver 

The  received  signal  will  consist  of  two  components,  the  direct  wave,  Rd,  and  the  ground 
reflected  wave,  i?r,  with  the  assumption  that  this  is  the  overall  mean  of  all  reflected  waves.  This 
assumption  is  based  on  the  fact  that  the  reflected  waves  before  and  after  the  reflection  point 
considered  will  nearly  cancel  each  other  out.  If  it  is  assumed  that  the  incidence  angle  is  small,  then 
the  geometry  implies  that  R  ht,hr  [16].  From  geometry  direct  and  reflected  path  lengths  are 
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[21] 


Rd  =  [R'^+{hr.-ht)^]^/^  «  R 

l  +  (l/2) 

hr  -  htY 

R 

Rr  =  [R^  +  {hr  +  «  R 

1-f  (i/2) 

hr  +  ht 

R 

(3.9) 

(3.10) 


where  the  approximation  are  the  result  of  keeping  the  first  two  terms  of  the  binomial  expression. 
Then  the  resulting  path  difference  is  [17]  [30] 


SR  =  R-r  —  Rd  — 


2/i.^  fiy. 

R 


(3.11) 


This  path  difference  results  in  a  phase  difference  of 


,  27r  2hthr 


radians. 


(3.12) 


the  total  phase  difference,  ‘4>t,  between  the  direct  and  reflected  waves,  is  the  sum  of  the  path 
difference  phase,  and  the  phase  due  to  reflection,  V’r-  The  reflected  wave  phase  shift  is  tt 
radians  since  it  was  assumed  that  F  =  —  1.  The  total  phase  difference  is: 


V't  =  '/’p  +  V'r  =  +  TT  (3.13) 

Therefore,  the  resultant  field  of  the  two  signals  at  the  receiver,  each  of  unity  amplitude  but  with  a 
phase  difference  of  ipt,  can  be  obtained  in  the  following  [15]: 


1  -1-  exp(-jV't) 

(3.14) 

1  1-f  cosV'f  -jsintpt  1 

(3.15) 

[(1  -f  cos^t)^  -f  (sinV'i)^]^^^ 

(3.16) 

V2[l  -f  cos^t]^/^ 

(3.17) 
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\/2  [1  -  cosV'p]^'^^. 


(3.18) 


Since  power  is  proportional  to  the  square  of  the  field,  then  the  ratio  of  the  power  at  the 
receiver  of  resultant  to  direct  signal  is  given  by  [15] 

7?  =  2(1  -  cos^p)  =  4sin^  .  (3.19) 

Now  the  received  power  is  obtained  by  multiplying  the  free-space  equation  3.6  by  rj  [19].  giving: 


Pr  = 


PtGtGrX^ 

(47ri?)2 


4sin^ 


And  for  small  angles  sin^’p  =  V’pi  since  R  ^  hthr,  gives  [17]  [30]: 


PtGtGA^  (A'nhthrV 

(47ri?)2  V  Ai?  y 


(3.20) 


(3.21) 


or 


P,.  =  P,GtGr{^^  .  (3.22) 

Adding  atmospheric  losses  as  in  the  air-to-air  propagation  case  it  becomes 

PtGtGr  (hthrV 
Latm  \  ) 

Equation  3.23  is  known  as  the  plane  earth  propagation  equation  [21].  There  are  two  things  to 
point  out  about  this  equation.  First,  the  assumption  of  having  a  small  grazing  angle,  9,  resulted 
in  cancelling  out  the  wavelength  factor  making  the  equation  independent  of  frequency.  Second  the 
loss  is  a  function  of  the  fourth-inverse  law  with  respect  to  range  [16]. 


(3.23) 
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3.1.3  Air-to-Ground.  In  situations  where  part  of  the  system,  transmitter  or  receiver, 
is  below  a  certain  altitude  and  the  other  one  is  above  that  altitude,  then  it  is  in  air-to-ground 
propagation  mode.  The  altitude  limit  is  discussed  in  the  next  section.  It  is  desired  to  have  a 
propagation  equation  for  air-to-ground  that  is  similar  in  structure  to  the  air-to-air  and  ground- 
to-ground  propagation  equations.  Therefore  it  is  logical  to  base  the  air-to-ground  propagation 
equation  on  the  basic  variables  used  in  the  other  two  propagation  equations.  Mainly,  antennas 
gains,  transmitter  power,  free  space  loss,  and  atmospheric  attenuation.  As  is  for  the  case  of  ground- 
to-ground,  there  needs  to  be  another  loss  factor  to  account  for  other  losses  associated  with  one  part 
of  the  system  being  close  to  the  ground.  It  is  generally  known  that  air-to-air  and  ground-to-ground 
represent  the  lower  and  upper  bounds  on  propagation  losses,  where  air-to-ground  and  ground-to-air 
are  assumed  to  have  a  loss  that  is  somewhere  between  the  above  two  limits  [11].  A  widely  used 
equation  for  air-to-ground  propagation  is  [23]  [29] 


/  PrGtGr  \  ^ 

[{AttR/XYLatm) 


,0  <  a  <  2 


(3.24) 


where  kg  is  a  constant  that  for  this  research,  is  set  to  unity.  Second,  for  the  variable  a,  air-to-ground 
losses  are  compared  with  ground-to-ground  and  air-to-air  losses  so  as  to  make  air-to-ground  losses 
be  close  to  the  mean  of  ground-to-ground  and  air-to-air  losses.  This  was  done  by  curve  fitting  and 
the  value  of  a  that  produce  the  best  fit  was  extracted.  Figure  3.3  shows  the  comparison  between  the 
modes  losses  and  gives  the  value  of  a  =  0.5  for  air-to-ground  losses  being  the  median  of  air-to-air 
and  ground-to-ground. 


3.2  Boundaries  Between  Modes 

In  the  previous  section  the  propagation  equations  for  the  three  propagation  modes  of  interest 
were  presented.  The  next  logical  step  is  to  determine  the  boundaries  between  these  modes.  The 
boundaries  between  modes  are  important  because,  as  seen  in  the  previous  section,  the  propagation 
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Plot  ot  Propagation  Loss  For  The  Three  Modes  of  Propagation 


Figure  3.3  Plot  of  Losses  For  The  Three  Modes  of  Propagation 

losses  are  dependent  on  the  propagation  mode.  Therefore,  the  next  three  subsections  describe  the 
boundaries  between  the  three  propagation  modes. 

3.2.1  Ground-to- Ground  Boundary.  The  boundary  for  this  mode  can  be  determined 
by  computing  the  sine  term  in  equation  3.20  for  a  given  range  (for  this  research  a  range  of  50 
km  and  a  frequency  of  5  Ghz  are  used)  and  various  heights  until  the  small  angle  approximation 
produces  an  error  of  greater  than  0.1  nidians.  In  figure  3.4  the  approximated  value  begins  to 
depart  by  more  than  0.1  radians  from  the  original  value  between  10  and  20  meters. 

So  the  determining  factor  is  the  accuracy  required  in  the  assumption.  In  this  case,  with 
an  accuracy  of  0.1  radians  the  ground-to-ground  communications  boundary  is  about  15  meters. 
Obviously  the  boundary  is  range  and  frequency  dependent.  Thus,  for  different  frequencies  and 
ranges  the  value  will  change. 

3.2.2  Air-to-Ground  Boundary.  As  discussed  earlier  the  air-to-ground  mode  is  when 
the  transmitter  or  receiver  is  below  a  certain  altitude  above  the  ground.  This  limit  as  shown  in 
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Enlarged  PM  Of  Area  01  Interest 


Figure  3.4  Ground-to-Ground  Communication  Boundary  Based  On  The  Small  angle 
Approximation 


the  ground-to-ground  boundary  section  was  range  and  frequency  dependent.  Therefore  if  either 
the  transmitter  or  receiver  exceeds  the  ground-to-ground  upper  limit  while  the  other  unit  is  below 
that  limit  then  the  system  is  in  air-to-ground  mode  of  communication. 

3.2.3  Air-to-Air  Boundary.  Now  to  complete  the  whole  boundaries  issue  it  seems 
logical  to  assunie  that  if  both  transmitter  and  receiver  are  above  the  ground-to-ground  boundary 
(15  meters  high  for  /  =5  Ghz  and  77  =50  km)  then  the  system  is  in  the  air-to-air  mode  of 
communications . 

Now  that  all  the  necessary  tools  and  equations  are  prepared  the  next  step  is  to  put  these 
results  together  to  analyze  the  possible  situations  that  might  be  encountered.  The  following  chapter 
presents  the  possible  LPI  scenarios  and  analyzes  them  using  the  equations  and  boundaries  derived 
in  this  chapter. 
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IV.  Possible  LPI  Scenarios 


Now  combining  the  analysis  for  the  various  types  of  links  one  can  produce  formulations  for  a 
variety  of  possible  situations  that  might  take  place. 

4.1  Air-to-Air  Communications 

The  air-to-air  communication  link  can  be  intercepted  by  either  an  airborne  or  ground  based 
interceptor  as  shown  in  figure  4.1.  The  analysis  for  each  case  is  slightly  different  because  the 
functional  dependence  of  the  path  loss  on  intercept  distance  is  different  for  each  case.  Lets  look  at 
each  situation  in  turn. 


4.1.1  Air-to-Air  interception.  The  air-to-air  interception  situation  is  the  typical  one 
on  which  all  the  previous  LPI  work  was  focused.  The  results  already  obtained  in  section  2.1,  show 
the  LPI  link  quality  factor  is 

[RcV  _(GtcGot\  (^\  (Si/N,i\ 

UJ  \GuGu)  \N,J  \So/N,J  \Lc) 


(4.1) 


and  converting  to  decibels  become 


Qlpi  =  Qant  +  Qis  +  Qmod  +  Qatm 


(4.2) 


where  it  is  desired  to  make  Qlpj  as  large  as  possible  providing  a  large  communication  range  with 
a  relatively  smaller  interception  range.  This  is  achieved  through  maximizing  Qant,  Qis,  Qmod 
and  Qatm-  These  factors  were  discussed  in  details  in  section  2.1.3. 


4-1.2  Air-to-Ground  Interception.  In  the  air-to-ground  interception  case  we  need  to 
account  for  the  difference  in  the  propagation  losses  in  the  air-to-air  communication  channel  and 
the  air-to-ground  interception  channel.  Using  the  same  technique  discussed  in  section  2.1,  the  LPI 
quality  factors  can  be  derived  in  the  following  manner.  Using  equation  3.8,  the  signal  power  to 
noise  plus  interference  power  spectral  density  (PSD)  ratio  for  the  communication  link  is: 


A  =  PtGtoGct 

N,a  {AirRjXYNMRcATMc) 


(4.3) 


where  Lc{Rc,ATMc)  indicates  a  functional  dependence  on  the  communication  distance  (Rc)  and 
the  atmospheric  losses  per  unit  distance  (AT Me)  along  the  communication  path.  Putting  R^,  the 
communication  distance,  on  the  left  .side,  one  obtains 

n2  _  _ RtGtcGct _  1 

“  (47r/X)^N,,Lc(Rc,ATMc)  \Sa/NsJ  ’ 

And  similarly  the  signal  power  to  noise  plus  interference  PSD  ratio  for  the  interception  link,  using 
equation  3.24  is 


(4.4) 


A  =  PtGtiGu  (±\ 

Nsi  {i7rRi/X)^N,iLi{Ri,  ATMi)  \Rf  ) 


(4.5) 
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the  functional  dependence  of  ground-to-ground  path  loss  on  the  fourth  power  of  the  range  as  was 
derived  in  equation  3.23.  The  following  discusses  the  two  possible  interception  situations. 


Figure  4.2  Ground-to-Ground  Communications  Interception  Possibilities 


4-2.1  Ground-to-Ground  Interception.  In  the  the  ground-to-ground  interception 
case  the  communicator  and  interceptor  are  both  on  the  ground,  using  the  same  propagation  mode. 
Therefore,  this  case  is  similar  to  the  air-to-air  interception  case  discussed  in  the  section  4.1.1,  but 
the  losses  in  both  paths  are  higher  bccan.se  the  propagation  loss  in  ground-to-ground  propagation 
mode  are  higher  as  shown  in  equation  3.21.  Using  equation  3.21  the  signal  power  to  noise  plus 
interference  PSD  ratio  for  the  communication  link  is 


PtGtcGct 


iirkthc 

Nsc  ~  {iTvRJxyNscLoiRcATMc)  \  XR^ 


(4.10) 


which  can  be  rearranged  to  obtain  the  following  expression  for  the  communication  range 


Rl  = 


PtGtcGot 


iA7T/X)mscLc{Rc,ATMc)  \Sa/N,cJ  V  AP, 


4Trhfh, 


(4.11) 
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Similarly  the  signal  power  to  noise  plus  interference  PSD  ratio  for  the  interception  link  results  is 


Si  PtGtiGit  (AT:hthi\^ 

N,i  ~  {AT:Ril\YLi{RuATMi)  \Ri  ) 


with  the  following  expression  for  R^ 


(4.12) 


,2  ^  PtGtiGit  (  1  \  (^T^hthjV 

"  {A'K/XYNsMRi^ATMi)  \SilN,i)  I,  XRi  ) 


(4.13) 


To  obtain  a  relationship  between  the  two  ranges  equation  4.11  is  divided  by  equation  4.13  giving 


^  (GtcGct\  (^\  (SilNsi\  (U\ 

\i?i/  \GtiGit)  \Nsc)  ySc/Nac)  \Lc)  \Rc)  \h.i) 


(4.14) 


Again  this  equation  is  similar  to  the  original  LPI  equation  4.1  with  an  additional  term  consisting 
of  two  parts  the  first  is  the  inverse  of  the  LPI  factor  which  if  moved  to  the  left  side  of  the  equation 
will  just  increase  the  power  of  the  LPI  factor  on  the  left  side  of  the  equation.  The  second  part 
is  a  function  of  the  transmitter  and  receiver  heights  above  the  ground,  indicating  that  increasing 
the  receiver  height  relative  to  the  iut(  r(  (!ptor  height  improves  LPI  system  performance.  The  re¬ 
quirements  are  the  same  as  before  wIkui'  it  is  desired  to  increase  [RdRi)  as  much  as  possible  by 
maximizing  all  the  factors  on  the  right  side  of  equation  4.14. 

4-2.2  Ground-to-Air  Interception.  The  ground-to-air  interception  case,  number  two 
on  figure  4.2  we  need  to  account  for  the  difference  in  the  path  losses  in  the  ground-to-ground 
communication  channel  and  ground-to-air  interception  channel.  As  in  section  2.1,  the  LPI  quality 
factors  are  derived  in  the  following  manner.  Using  the  air-to-ground  propagation  equation  3.24  the 
signal  power  to  noise  plus  interference  PSD  ratio  is: 


Sc  _  PtGtcGct  ( iTThth-i-X 

N7c  ~  {i7rRc/XyNscLe(Rc,ATMc)  V  Ai?e  ) 
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yielding  the  following  expression  for  the  communication  range 


1  \  / 47rhthr\^ 

Sc/N,J  V  ^Rc  ) 

where  the  last  term,  >  indicates  an  added  loss  factor  along  the  communication  path 

functionally  dependent  on  the  transmitter  and  receiver  heights  (htandhr),  wavelength  (A),  and  the 
communication  range  (ifc)-  And  using  equation  3.24  the  interception  link,  signal  power  to  noise 
plus  interference  PSD  ratio  is: 

5,  PtGuGit  f  1  \ 

Nsi  {4TrRi/\yLiiRi,ATMi)\RfJ  ^ 


with  a  corresponding  expression  for,  Rj  the  interception  range 


(4.16) 


d2  _  _ PtGtcGct _ 

“  {4-Kl\yNMRo,ATM,) 


,2  _ _ PtGtiGjt _ /  1  \  /  1  \ 

"  “  {4T:l\YNMRi,ATMi)  \SilN,i]  \R^J  ' 


(4.18) 


To  obtain  a  relationship  between  and  i??  equation  4.16  is  divided  by  equation  4.18  giving 


Equation  4.20  is  in  the  traditional  LPI  form  with  an  additional  term  to  accounts  for  difference  in 
modes.  This  term  is  a  function  of  the  ranges,  transmitter  and  receiver  heights  above  the  ground,  and 
wavelength.  To  improve  covertness  it  is  desired  to  make  this  additional  term  as  large  as  possible. 
Again  note  that  both  Rc  and  Ri  appear  on  both  sides  of  equation  4.20. 
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4-3  Ground-to-Air  Communications 

The  ground-to-air  communications  can  be  intercepted  either  by  ground  based  or  airborne 
interceptor  as  shown  in  figure  4.3.  Each  case  requires  slightly  different  analysis  because  for  the 
first  case  the  ground  based  interceptor  is  attempting  to  intercept  a  signal  transmitted  by  a  ground 
based  transmitter  to  an  airborne  receiver.  The  propagation  losses  for  the  first  interception  link  are 
function  of  Rf  and  communication  link  propagation  losses  are  function  of  R^'^.  For  the  second  case 
with  an  airborne  interceptor  the  propagation  losses  for  both  links  have  the  same  functionality  with 
respect  to  range  Lets  look  at  the  two  situations  in  details. 


Figure  4.3  Ground-to-.A.ir  Communication  Interception  Possibilities 


4.3.1  Ground-to- Ground  Interception.  The  ground-to-ground  situation  is  similar 
to  section  4.2.1  for  the  interception  link.  For  the  communication  link  the  receiver  is  airborne 
suffering  less  losses  than  the  ground  interceptor.  Therefore,  one  must  use  ground-to-air  propagation 
equation  3.24  for  the  communication  link  and  ground-to-ground  propagation  equation  3.21  for  the 
interception  link.  The  signal  power  to  noise  plus  interference  PSD  ratio  for  the  communication  link 
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is 

A  =  PtGtcGct  (±\ 

Nsc  {A-kRcI\YNMRc.ATM,)  \r-] 

with  a  corresponding  expression  for  communication  range,  of 


,2  _  _ PtGtcGct _  / /  f  \ 

“  {A-kI\YNscLc{Rc,ATMc)  \Sc/N,J  [r^J' 


The  intercept  signal  power  to  noise  plus  interference  PSD  ratio  is 


^  ^  PtGtiGit  fA-KhthjV 

Nsi  ~  i^irRi/XyLi{Ri,ATMi)  [  XRi  )  ' 


Solving  for  R^,  the  interception  range,  one  obtains 


.2  =  PtGtiGit  (  1  \  (iTihthjV 

'•  {4ir/X)msiLi{Ri,ATMi)  [Si/Nn)  \  XRi  )' 


(4.21) 


(4.22) 


(4.23) 


(4.24) 


The  relationship  between  the  communication  and  interception  ranges  {Rl/Rif)  is  obtained  by  di¬ 
viding  equation  4.22  by  equation  4.24 


^  (GtcGcA  (Si/N,i\  r/^\  /  A  y 

\Ri)  V  GtiGit  )  V  N.c )  V  Sc/N^c  )\Lc)  Wc)\  47ihthi  j 


(4.25) 


All  the  terms  in  equation  4.25  are  the  same  as  those  discussed  and  explained  in  sections  4.1.1 
and  4.1.2,  except  for  the  last  term  on  the  right  side  of  the  equation.  This  term  is  due  to  the 
different  propagation  modes  used  in  the  communication  and  interception  links.  It  is  a  function  of 
the  transmitter’s  and  interceptor’s  heights  {ht,  hi),  Ranges  {Rc,  Ri),  and  wavelength  (A).  This  new 
term  is  desired  to  be  as  large  as  possible  to  improve  LPI. 


4.3.2  Ground-to-Air  Interception.  The  ground-to-air  interception  involves  involves  a 
ground  transmitter  communicating  with  an  airborne  receiver  while  trying  to  prevent  interception 
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by  an  airborne  interceptor.  Such  situation  is  similar  to  sections  4.1.1  and  4.2.1  where  the  two  links 
use  the  same  propagation  mode.  This  requires  analysis  of  two  ground-to-air  links,  using  equation 
3.24.  Utilizing  the  same  techniques  used  in  section  4.1.2  the  signal  power  to  noise  PSD  ration  for 
the  communication  link  is: 


A  =  PtGtcGct  /_1_\ 

Nsc  (47rJ?,/A)2fV,,ie(i?c,ArMc)  U?/ ■ 


Putting  on  the  left  side,  one  obtains 


,2  _  _ PtGtcGct _  /  1  \  (  1  \ 

"  iiT:/XfN,aLc{Rc,ATMc)  \Sc/Nsc)  U?  / 


The  intercept  link  the  signal  power  to  noise  PSD  ratio  is: 


^  ^  PtGtiGit  fj_\ 

N,i  {4irR,/XyLi{Ri,ATMi)\R^J' 


solving  for  i??  we  obtain 


,2  _  Pt.GuGit  f  1  \  /  1  \ 

“  {47r/X)h\..,L.{R.,ATMi)  \Si/Nsi)  \^ )  ' 


Then  the  ratio  of  Rc/R-i  is: 


(RcV  ^  (GtcGcA  (N,i\  (Si/Nsi\  fLi\  fRf\ 
\Ri)  \GuGu)  \N,c)  \Sc/Nsc)  \Lc)  WJ  ' 


(4.26) 


(4.27) 


(4.28) 


(4.29) 


(4.30) 


Equation  4.30  is  similar  to  the  original  LPI  equation  with  an  extra  term  {Rf/R^)  to  account  for 
the  fact  that  the  air-to-ground  propagation  suffers  an  added  l/i?“  loss.  Again  Rc  and  Ri  are  on 
both  sides  of  equation  4.30,  therefore  there  is  no  explicit  solution  for  R^/Rj. 
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Air-to-Ground  Communications 


A  typical  representation  of  air-to-ground  communication  is  shown  in  figure  4.4.  There  are  two 
interception  possibilities,  airborne  interceptor  represented  by  link  (1)  and  ground  based  interceptor 
represented  by  link  (2)  both  in  figure  4.4.  The  analysis  is  similar  to  section  4.3  but  the  transmitter 
and  receiver  exchange  locations.  Thus  the  interception  propagation  modes  are  different.  The 
analysis  of  the  two  situations  is  discussed  next. 


Figure  4.4  Air-to-Gromul  Communication  Interception  Possibilities 


Air-to-Air  Interception.  The  air-to-air  interception  involves  an  air-to-air  in¬ 
terception  link  and  a  air-to-ground  coninumication  link.  Therefore,  we  need  to  account  for  the 
difference  in  propagation  losses  in  both  paths.  Following  the  same  procedure  used  in  all  the  pre¬ 
vious  sections  of  chapter  IV.  For  the  communication  link  the  power  to  noise  PSD  ratio  is  given 
by 


5c  PtGtcGot  (  1  \ 

Nsc  {iTTRclXYNscLo{Rc,ATMc)\R^J’ 


(4.31) 


4-10 


solving  for  one  obtains 


,2  _  _ PjGtcGct _  /  1  N  f  1  \ 

~  {4Tr/X)mscLciRc,ATMc)  \Se/Nsc)  U?/ 


Similarly  for  the  interception  link  the  signal  power  to  noise  PSD  ratio  is: 


^  ^  PtGuGit 

N,i  {iirRi/xyLi{Ri,ATMi) 


with  the  following  expression  for  iZ? 


,2  _ _ PtGtiGjt _  /  1  \ 

~  {4ir/XrNsiLi{Ri,ATMi)  \Si/Nsi)  ' 


Dividing  R^  by  iZ-  gives 


^  (GtcGcA  (Si/N,i\  (±\ 

\Ri)  \GtiGit)  \N,o)  {Sc/N,J  [LcJ  \Rt) 


(4.32) 


(4.33) 


(4.34) 


(4.35) 


Equation  4.35  is  similar  to  the  standard  LPI  equation  4.1  with  an  additional  term  that  accounts 
for  the  difference  in  the  propagation  modes  for  the  communication  and  interception  links.  This 
term  is  a  function  of  the  communication  range  (iZ“).  As  in  the  traditional  case  the  ratio  iZ^/iZ?  is 
desired  to  be  as  large  as  possible.  Therefore,  the  terms  on  the  right  of  equation  4.35  need  to  be 
maximized  but  the  extra  term  is  always  very  small,  less  than  one.  This  increases  the  requirements 
on  the  other  factors  to  compensate  for  the  losses  due  to  the  term  l/iZ“. 


4.4-2  Air-to- Ground  Interception.  The  air-to-ground  interception  situation  involves 
an  airborne  transmitter  communicating  with  a  ground  based  receiver  while  trying  to  prevent  inter¬ 
ception  by  a  ground  based  interceptor.  Performing  similar  analysis  as  in  all  the  previous  cases  of 
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chapter  IV  the  signal  power  to  noise  PSD  ratio  for  the  communication  link  is: 


^  ^ _ PtGtcGct _ (±\ 

Nsc  {AirRc/XyNscLciRcATMc)  \R^J  ' 


solving  for  R^  we  obtain 


,2  _ _ PtGtcGct _  /  1  \  { J_'\ 

~  (A-kIXYNMR,,ATM,)  \ScIN,J  \R'i) 


(4.36) 


(4.37) 


Similarly  for  th  interception  link  the  signal  power  to  noise  PSD  ration  is: 


^  ^  PtGuGit  / 

N,i  ~  {A-KRi/\YLi{Ri,ATMi)  Uf/ ’ 


solving  for  R\  we  obtain 


,2  _ _ PtGuGit _  /  1  \  / _1_\  _ 

“  {47r/X)^NMRi,ATMi)  \Si/Nu)  \R? )  ’ 


dividing  R'^  by  Rf  gives 


^  fGtcGrtX  (Si/Nsi\  rU\  (^\ 

\Ri)  \GuG^,  )  \N,J  [sjNscJ  [LcJ  UcV 


(4.38) 


(4.39) 


(4.40) 


Equation  4.40  is  similar  to  the  standard  LPI  equation  4.1  with  an  extra  term  to  account  to  the  fact 
that  the  two  links  are  using  air-to-ground  propagation  mode.  For  LPI  it  is  desired  to  make  R^/Rf 
as  large  as  possible. 


4-5  Multimode  LPI  Equation 

Obviously,  to  make  the  whole  analysis  of  LPI  scenarios  for  the  various  situations  discussed 
they  must  be  represented  in  one  equation  that  can  be  used  to  analyze  any  particular  scenario  of 
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interest.  To  achieve  that  only  the  extra  mode  or  scenario  related  terms  need  to  be  put  into  one 
single  term  with  variables  that  are  used  to  extract  the  desired  form  of  the  equation  related  to  the 
desired  situation.  This  is  achieved  in  the  following  equation,  where  M  is  a  variable  dependent  on 
the  communication  and  interception  modes  as 


(4.41) 


Now  converting  to  dBs  it  becomes 


+  10  log  +  10 log  (M) 


(4.42) 


which  gives  the  equation  in  quality  factors  as 


Qlpi  =  Qant  +  Qis  +  Qmod  +  Qatm  +  Qm- 


(4.43) 


This  equation  is  the  same  as  the  original  LPI  equation  introduced  in  section  2.1.3  with  an 
added  term  to  account  for  the  modes  employed  by  the  communication  and  interception  links.  This 
new  term  will  be  called  the  LPI  mode  quality  factor,  Qm-  The  mode  quality  factor  is  presented 
in  table  4.1  in  decimals  by  the  term  M .  And  once  the  communication  and  interception  modes  are 
known  the  the  mode  quality  factor  can  be  extracted  and  put  in  equation  4.43,  where  Qm  =  10  log  M. 


The  next  step  is  to  put  the  multimode  LPI  equation  into  a  form  that  can  be  used  to  perform 
a  logical  analysis  of  the  LPI  situation  and  understand  which  parts  can  be  utilized  to  improve  the 
covertness  of  friendly  communications  and  prevent  interception  by  unfriendly  listeners.  Now  that 
all  the  parts  are  put  together  the  following  chapter  discusses  a  different  approach  to  analyze  the 
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■m 

Communications  Link 

Air-to-Air 

Air-to-Ground 

Ground-to-Air 

Ground-to-Ground 

Inter- 

Air-to-Air 

1 

(w) 

NA 

NA 

ception 

Air-to-Ground 

{Rf) 

m 

NA 

NA 

Link 

Ground-to-Air 

NA 

NA 

(S) 

(ft) 

Ground-to-Ground 

NA 

NA 

{,.U)  (ft) 

(h^Y 

\hiRj 

Table  4.1  Mode  Quality  Factor  Table,  in  Decimals,  For  Multimode  LPI  Communications  (NA: 
Not  Applicable) 


LPI  quality  factors  with  graphical  representation  of  various  scenarios  showing  the  importance  of 
the  atmospheric  and  mode  quality  factors  in  LPI  analyses. 
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V.  Results  And  Discussion 


The  propagation  modes  problem  was  solved  by  introducing  the  mode  quality  factor,  Qm 
(section  4.5).  Also  the  atmospheric  effects  problem  was  solved  by  using  the  Liebe  model  of  the 
atmosphere  (section  2.2.2)  to  extract  an  accurate  estimate  of  atmospheric  attenuation  in  each  link 
and  used  in  the  atmospheric  quality  factor,  Qatm  (section  2.1.3).  The  overall  LPI  quality  factors 
equation  obtained  in  section  4.5  is  given  by 

Qlpi  =  Qant  +  Qis  +  Qmod  +  Qatm  +  Qm',  (5.1) 

putting  the  quality  factors  in  terms  of  their  respective  variables  Qipi  becomes 


where  {Li)dB  =  oiiRi  and  {Lc)dB  =  ctcRc  as  explained  in  chapter  II,  and  the  subscript  dB  indicates 
taking  ten  times  the  logarithm  to  base  ten  of  the  value  within  the  brackets.  Also  M  is  a  variable 
representing  the  mode  quality  factor  obtained  from  table  4.1  depending  on  the  scenario  under  con¬ 
sideration.  It  is  obvious  that  L,-  and  L,-  are  a  function  of  their  respective  ranges.  And  M  is  mainly 
a  function  of  the  communication  and  int inception  ranges  raised  to  similar  or  different  powers.  For 
example,  in  the  case  of  ground-to-gronnd  communication  and  ground-to-air  interception  equation 
5.2  becomes 
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where  ccc  and  ai  are  the  atmospheric  attenuation  for  the  communication  and  interception  links 
respectively,  obtained  using  the  Liebe  model  of  the  atmosphere. 

Also  considering  all  other  possible  combinations  it  was  noticeable  that  Ri  and  Rc  are  on 
both  sides  of  the  equation  and  there  was  no  solution  that  will  solve  for  RdRi  in  a  closed  form. 
Therefore,  to  make  the  results  comprehensive,  a  more  practical  and  general  approach  was  de¬ 
sired  to  perform  the  analysis.  An  appropriate  and  logical  approach  was  to  focus  on  the  systems 
(transmitter, receiver  and  interceptor)  design  parameters;  antennas  gain,  interference  suppression 
capabilities,  and  required  SNR  for  detection.  Therefore,  the  system  related  parameters  are  defined 
as  the  system  quality  factor,  Qsys,  given  by 


This  quality  factor  incorporates  all  of  the  design  aspects  of  the  communication  and  interception 
links.  Now  equation  5.2  becomes 

Qsys=^(^)  -iaiRi-a^Rd-m^j,.  (5.6) 

Similar  to  the  traditional  LPI  analysis  it  is  desired  to  make  Qsys  as  large  as  possible.  The  system 
quality  factor  can  be  simplified  by  considering  the  following:  First,  since  no  jamming  was  considered 
and  it  was  assumed  that  the  receiver  and  interceptor  have  the  same  noise  at  their  respective  inputs 
the  interference  suppression  quality  factor,  Qis,  was  considered  to  be  0  dB.  Second,  as  it  was 
assumed  at  the  outset  for  this  research,  the  antennas  are  omnidirectional  with  unity  gain  giving 
the  value  of  the  antenna  quality  factor,  Qant^  as  0  dB.  Omnidirectional  antennas  are  preferred 
because  in  most  aircrafts  and  mobile  communication  units  omnidirectional  antennas  are  used  due 
to  their  versatility,  and  lower  cost  and  weight  compared  with  other  types  of  antennas.  Therefore, 
omnidirectional  antennas  were  used  in  this  research  to  provide  flexibility  and  mobility  of  the  links 
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components.  Under  these  considerations,  for  this  research,  Qsys  =  Qmod-  And  the  LPI  equation 
becomes 

Qmod  =  (  ^  ~  ctcRc)  -  .  (5.7) 

\^i/  dB 


The  modulation  quality  factor,  Qmod,  is  the  main  design  factor  of  the  LPI  system  and  is 


given  by 


Qmod  =  10  log 


/  iSi/Nsi)req  \ 
\  {Sc/Nsc)req  ) 


(5.8) 


where  {SilNsi)req  is  the  required  signal  power  to  noise  PSD  ratio  for  the  interceptor  to  intercept 
the  signal  for  a  given  Pd  and  Pf,  {Sc/Nsc)req  is  the  required  signal  power  to  noise  PSD  ratio  for 
the  receiver  to  receive  the  signal  with  a  given  Pg.  This  quality  factor  can  be  increased  by  utilizing 
spread  spectrum  design  techniques.  The  transmitter  ‘attenuates’  the  signal  power  to  noise  PSD 
ratio  of  the  transmitted  signal  by  spreading  it  over  a  much  larger  bandwidth  using  a  spreading  code 
known  to  the  receiver.  The  receiver  is  able  to  ‘amplify’  the  received  signal  power  to  noise  PSD 
ratio  by  despreading  the  received  signal  and  reducing  the  bandwidth  to  the  original  information 
bandwidth.  Equation  5.8  can  be  expressed  as  a  function  of  the  receiver  and  interceptor  parameters 
as 


Qmod  = 


Q{Pd,Pf,Ti,Bi) 

Cc{Pe,Rb) 


(5.9) 


where  Q{Pd,  Pf,Ti,  Bi)  is  the  signal  power  to  noise  PSD  ratio  required  by  the  interceptor  as  a 
function  of  interceptor  probability  of  detection,  Pd,  interceptor  probability  of  false  alarm,  Pf, 
interceptor  observation  time,  Tj,  and  interceptor  bandwidth,  Bi.  And  Cc(Pe,  Rb)  is  the  prespreading 
signal  power  to  noise  PSD  ratio  required  by  the  receiver  as  a  function  of  the  desired  reception 
probability  of  bit  error,  Pg,  and  given  bit  rate,  Rb. 


Using  DS-SS  signals  equation  5.8  becomes  [2] 


Qmod 


SNRi  Gp 
SNRc 


(5.10) 
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Qmod 


(5.11) 


Q 

N,iBi  '^V 

_ _ 

^  3cBn\fyd 

where  SNRi  is  the  required  signal-to-noise  ratio  (SNR)  for  the  interceptor  to  detect  the  signal 
without  the  use  of  SS  by  the  transmitter,  SNRc  is  the  required  SNR  for  the  receiver  to  receive 
the  signal,  SifNsi  is  the  required  signal-to-noise  PSD  ratio  for  the  interceptor  to  detect  the  signal 
without  the  use  of  SS  by  the  transmitter,  Sc/Nsc  is  the  signal-to-noise  PSD  ratio  required  at  the 
receiver  to  receive  the  signal,  and  -§^Gp  is  the  required  signal  to  noise  PSD  for  the  interceptor 
to  detect  the  signal  at  the  same  distance,  with  the  use  of  SS  by  the  transmitter.  For  worst  case 
interception  we  assume  Bi  =  Bmod  and  equation  5.11  becomes 

(5.12) 

For  a  wideband  radiometer  it  was  found  in  chapter  II  that  the  required  signal  power  to  noise 
plus  interference  PSD  ratio  is 

where  d  is  the  detectability  factor.  Bi  i.s  the  interceptor  bandwidth,  and  Ti  is  the  interceptor  obser¬ 
vation  time.  And  for  BPSK,  using  conventional  modulation,  it  is  also  known  that  the  postspeading 
signal  power  to  noise  PSD  ratio  is 


/  Sc  \  _  EhRb  _  EbBmod 

\  ^ sc )  req  Age  Age 


Therefore,  using  equations  5.13  and  5.14,  equation  5.12  becomes 


Qmod  =  10  log 


(5.14) 


(5.15) 


5-4 


Also  the  processing  gain  can  be  defined  in  decibels  as  the  difference  between  the  required  SNR,  for 
interception  and  available  SNR,  at  interception  distance,  as 

((?p)dB  =  {{SNRa.)^B  -  iSNRre,)^^)  (5-16) 

where  SNRav  is  the  available  signal-to-noise  ratio  (SNR)  for  the  interceptor  with  the  transmitter 
employing  SS  techniques.  This  indicates  that  the  conventionally  required  SNRreq  by  the  inter¬ 
ceptor  is  reduced  by  a  factor  of  Gp.  Consequently,  the  interceptor  either  moves  closer  to  increase 
intercepted  power  or  increases  its  sensitivity. 

The  factors  of  interest  in  this  research  are  the  communication  range,  Rc,  intercept  range,  Ri, 
and  system  quality  factor,  Qsys-  Through  out  this  research,  the  following  receiver  and  interceptor 
parameters  are  set,  =  1  x  10~^,  P/  =  1  x  10"^,  Pd  =  0.7,  Tj  =  1  sec.  No  =  I  x  10“^*,  f=5 
Ghz,  and  Bi=Bc=Bmod='^(>  khz.  These  values  were  chosen  because  they  are  commonly  used  in 
communications.  Also  they  were  not  changed  because  changing  them  only  changes  the  performance 
of  the  systems  but  not  the  effect  on  LPI  analysis  except  for  the  bandwidths  P*  and  Be  are  made 
equal  to  present  a  worst  case  scenario.  And  to  make  comparison  between  scenarios  easier.  The 
next  step  is  to  introduce  the  effect  of  the  new  mode  quality  factor  without  the  atmosphere  present. 
Then  examine  the  effects  of  the  atmospliere.  Finally,  the  results  with  both  parameters  together  as 
in  equation  5.6  are  shown  by  emphasizing  liow  the  atmospheric  and  mode  quality  factors  interact 
and  affect  the  analysis. 

5.1  Mode  Quality  Factor,  Qm 

The  mode  quality  factor  is  introduced  to  account  for  the  difference  in  the  communication  and 
interception  links  modes.  This  quality  factor  is  a  measure  of  loss  due  to  the  communication  and 
interception  modes  employed.  The  mode  quality  factor  is  explained  by  presenting  and  discussing 
all  the  possible  scenarios  ,  with  no  atmospheric  effects,  graphically  in  the  following  subsections. 
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5.1.1  Air-to-Air  Communication  And  Interception.  This  is  the  traditional  LPI 
scenario  with  the  propagation  losses  a  function  of  the  range  squared,  B?,  in  both  links.  The 
contour  lines  of  Qsys  are  shown  in  figure  5.1.  These  lines  are  used  to  decide  the  required  Qsys 
for  a  specific  communication  range,  Re.,  and  intercept  range,  i?,-.  In  addition,  the  lines  are  straight 
and  the  0  dB  line  represents  a  reference  since  moving  to  the  left  of  this  line  means  the  interceptor 
is  gaining,  whereas  moving  right  means  the  communicator  is  gaining.  For  example,  if  one  wants  to 


Qsys  for  f«5  QH2  A— A  tnt.  And  A~A  Comm.  No  Atmosphoric  Effects 


Figure  5.1  Qsys  Contour  Lines  For  .'\ir-to-Air  Communication  And  Interception,  No  Atmosphere 


restrict  the  interception  range  to  40  l  in  wliile  maintaining  a  50  km  communication  range,  then  a 
Qsys  of  about  1.94  dB  is  required,  drtermined  using  equation  5.6.  This  was  achieved  by  making 
Gp  equal  26.63  dB,  determined  u.sing  cciuation  5.16. 


5.1.2  Air-to-Ground  Communication  And  Interception.  This  can  also  be  called 
ground-to-air  communication  and  interception  scenario  since  from  a  propagation  stand  point  they 
are  the  same.  This  case  is  similar  to  the  case  of  air-to-air  communications  and  interception  discussed 
above.  But  it  suffers  higher  losses  in  both  links  since  the  air-to-ground  propagation,  equation  3.24, 
losses  are  function  of  the  range  to  the  power  2.5,  resulting  in  the  Qsys  contour  lines  being 
more  dense  compared  with  previous  scenario  as  shown  in  figure  5.2.  this  increase  in  density  indicates 
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an  increased  loss  as  a  function  of  distance  for  the  whole  system  since  losses  for  this  scenario  are 
function  of  the  range  to  power  2.5  But  it  is  desired  to  have  Rc  larger  compared  with  Ri 

resulting  in  higher  losses  in  the  communication  link.  For  example,  for  Rc  of  50  km  and  Ri  of  40 
km  then  Qsys  of  about  2.5  dB  is  required. 

Osys  for  f— S  OHz  A— Q  Int.  And  Comm.  No  Atmospheric  Effects 


Figure  5.2  Qsys  Contour  Lines  For  Air-to-Ground  Communication  And  Interception,  No 
Atmosphere 

5.1.3  Ground-to- Ground  Communication  And  Interception.  The  Qsys  contour 
lines  are  shown  in  figure  5.3.  Also  tlio  contour  lines  are  even  more  dense  compared  with  air-to- 
air  and  air-to-ground  propagation  cases.  This  indicates  more  propagation  losses  as  a  function  of 
distance  because  the  ground-to-ground  propagation  losses  are  a  function  of  the  range  to  power  4 

And  again  since  it  is  desired  to  have  /?<.  larger  than  Ri,  the  propagation  losses  are  higher 
in  the  communication  link  resulting  in  higher  requirements  on  the  communication  link  to  establish 
the  desired  LPI  measure.  For  example,  for  Rc  of  50  km  and  Ri  of  40  km  then  Qsys  of  about  4 
dB  is  required. 

5.1.4  Air-to-Air  Communication  And  Air-to-Ground  Interception.  The  contour 
lines  of  Qsys  for  this  scenario  are  shown  in  figure  5.4.  In  this  case  the  propagation  losses  in  the 
communication  and  interception  links  are  function  of  the  range  squared,  (R^),  and  the  range  to 
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Figure  5.3  Qsys  Contour  Lines  For  Ground-to-Ground  Communication  And  Interception,  No 
Atmosphere 

the  power  2.5  respectively.  Therefore,  the  losses  as  a  function  of  distance  are  higher  for  the' 

communication  link  compared  with  relatively  lower  losses  in  the  interception  link.  This  is  clarified 
by  looking  at  the  0  dB  line  which  is  biased  towards  the  communication  range  axis  indicating  that 
the  communication  link  is  having  a  better  LPI  quality  due  to  lower  propagation  losses.  Also  the 
contour  lines  have  some  curvature  and  are  not  straight  any  more  because  the  intercept  link  suffers 
more  losses  than  the  communication  link  even  if  the  ranges  are  the  same.  For  example,  for  Rc  of 
50  km  and  Ri  of  40  km,  using  figure  5.4  the  communication  link  is  required  to  provide  a  Qsys  of 
-21.1  dB,  determined  using  equation  5,6.  This  was  achieved  by  establishing  Gp  of  2.97  dB.  The 
negative  value  for  Qsys  indicates  that  it  is  much  easier  for  the  communication  link  to  establish 
LPI  communications  because  the  processing  requirements  are  comparatively  lower  as  seen  by  the 
value  of  Gp. 

5.1.5  Air-to-Ground  Communication  And  Air-to-Air  Interception.  Figure  5.5 
shows  Qsys  contour  lines  for  this  scenario.  This  is  the  opposite  of  the  case  of  air-to-air  commu¬ 
nication  and  air-to-ground  interception  discussed  above  where  the  situation  was  switched  to  the 
interceptor’s  advantage.  The  consequence  of  this  case  are  the  opposite  of  section  5.1.4  because 
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5.1.7  Ground-to-Ground  Communication 


And  Ground-to-Air  Interception. 


Figure  5.7  represents  the  contour  lines  for  Qsys  which  can  bn  +  u 

wnicn  can  be  seen  to  be  the 
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Figure  5.5 


Qsys  Contour  Lines  For  Air-to-Ground  Communication  And  Air-to-Air  Interception, 
No  Atmosphere 


Osys  for  f— 5  QHz  0-0  Ini.  And  O— A  Comm.,  No  Atmosphoric  Effects 


Figure  5.6  Qsys  Contour  Lines  For  Ground-to-Air  Communication  And  Ground-to-Ground  In¬ 
terception,  No  Atmosphere 
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Figure  5.7  Qsys  Contour  Lines  For  Ground-to-Ground  Communication  And  Ground-to-Air  In¬ 
terception,  No  Atmosphere 

case  of  ground-to-air  communication  and  ground-to-ground  interception  discussed  above  where  the 
interceptor  is  in  a  better  situation  than  the  receiver.  This  result  means  that  the  requirements  on 
the  communication  link  are  very  high  to  achieve  some  measure  of  LPI. 

The  presentation  of  all  of  the  above  scenarios  indicate  that  the  0  dB  line  can  be  used  as  a 
reference  to  indicate  which  link  the  whole  .system  is  biased  towards.  Next  the  atmospheric  quality 
factor,  Qatm  is  discussed. 


5.2  Atmospheric  Quality  Factor,  () atm 

The  atmospheric  effect  is  discussed  using  air-to-air  communication  and  interception  because 
the  air-to-air  propagation  mode  has  the  lowest  propagation  losses  G  giving  a  more  distinct  display 
of  the  effect  atmospheric  losses.  The  results  for  the  atmospheric  attenuation  can  viewed  through 
figures  5.8  and  5.9.  Figure  5.8  shows  the  contours  for  the  system  quality  factor,  Qsys,  according 
to  the  assumption  of  the  traditional  LPI  equation  which  assumes  that  the  atmospheric  quality 
factor,  Qatm,  is  0  db.  On  figure  5.8  to  achieve  a  communication  range  of  50  km  with  an  intercept 
range  of  40  km  (or  Rc/Ri  of  5/4),  the  communication  link  is  required  to  have  a  transmission 
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power  of  11.76  dBw  determined  using  equation  3.8  ignoring  atmospheric  losses.  Also  for  LPI  the 
required  Qsys  is  1.94  dB,  using  equation  5.6,  this  requires  a  processing  gain, Gp,  of  26.63  dB,  using 
equation  5.16.  As  can  be  seen,  the  contour  lines  are  straight.  But  when  atmospheric  attenuation 
is  considered  for  both  links  under  100  mm/h  rain,  figure  5.9  shows  that  to  achieve  the  same  Rc 
and  Ri,  first  the  transmitted  power  need  to  be  increased  to  31.85  dBw,  determined  using  equation 
3.8  with  atmospheric  losses.  Second,  it  is  required  to  increase  Qsys  to  5.95  dB  and  Gp  to  41.7 
dB.  Note  that  the  contour  lines  are  not  straight.  This  indicates  that  the  interceptor  gained  an 
advantage  because  the  requirements  on  the  communication  link  became  relatively  higher.  It  can  be 
concluded  for  the  case  of  the  communication  and  interception  links  in  the  same  atmosphere  that 
as  the  atmospheric  conditions  get  worse  the  interceptor  gains  with  respect  to  the  receiver.  The 
reason  for  that  is  because  the  goal  of  LPI  is  to  make  Rc  as  large  as  possible  compared  with  Ri, 
this  results  in  higher  losses  in  the  communication  link  and  as  a  result  the  transmitter  is  required  to 
increase  the  transmitted  power  to  mate  up  for  these  losses.  But  the  interceptor  losses  are  lower  and 
increase  in  transmitted  power  makes  it  possible  for  the  interceptor  to  increase  its  range.  Therefore, 
Qatm  is  very  important  and  should  be  considered  in  the  analysis  and  can  not  be  assumed  to  be 
zero,  except  in  the  case  of  having  the  receiver  and  interceptor  at  the  same  range  as  seen  by  the  0 
dB  contour  line  in  both  figures  5.8  and  5.9. 

Another  important  case  is  when  the  communication  and  interception  links  are  in  different 
atmospheric  conditions.  It  was  concluded  that  if  the  atmospheric  conditions  in  the  communication 
link  are  worse  than  those  in  the  interception  link  then  the  interceptor  gains  and  vice  versa.  The  two 
figures  5.10  and  5.11  graphically  shows  these  results.  Figure  5.10  shows  a  situation  in  which  the 
communication  link  was  in  dry  air  and  the  interception  link  was  in  100  mm/h  rain.  Considering 
the  same  Rc  =  50  km  and  Ri  =  40  km  discussed  earlier  the  transmitted  power  was  reduced 
to  Pt  =  12.18  dBw,  determined  using  equation  3.8,  and  required  Qsys  reduced  to  -13.7  dB, 
determined  using  equation  5.6  which  reduced  Gp  to  22.06  dB,  determined  using  equation  5.16. 
Also  as  can  be  seen  from  figure  5.10  as  Rc  increases  Ri  only  increases  by  a  small  amount  compared 
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Figure  5.8  Contours  For  Qsys  Ignoring  Qatm-,  For  Air-to-Air  Communication  And  Interception 


Oeys  tor  t—SQHz  A— A  Irit.  In  lOOmm/li  Rain,  A— A  Comm.  In  lOOmm/h  Rain 
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Figure  5.9  Contours  For  Qsys  Considering  Qatm-,  For  Air-to-Air  Communication  And  Intercep¬ 
tion,  And  The  Same  Atmospheric  Conditions  As  Shown  For  Both  The  Communication 
and  Interception  Links 
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Qsys  for  fi-50  Hz  A— A  Int.  In  Dry  Air,  And  A— A  Oomm.  In  lOOmnVh  Rain 


Figure  5.11  Contours  For  Qsys  Considering  Qatm  For  Air-to-Air  Communication  And  Inter¬ 
ception  And  Different  Atmospheric  Conditions  As  Shown  For  Both  Communication 
And  Interception  Links 


interesting.  Therefore,  some  of  the  previously  discussed  scenarios  are  presented  again  but  this  time 
both  the  modes  used  by  each  link,  and  the  atmospheric  conditions  in  each  link  were  different. 


5.3  Mode  Quality  Factor  Qm  And  Atmospheric  Quality  Factor,  Qatm 

The  combined  effect  of  the  mode  and  atmospheric  quality  factors  were  studied  in  two  ways. 
First,  the  communication  and  interception  links  were  put  under  the  same  atmospheric  conditions  for 
all  the  possible  scenarios  and  Qsys  contour  lines  were  plotted  for  Rc  and  Ri  in  the  range  of  0  to  100 
km.  Second,  the  two  links  were  put  under  different  atmospheric  conditions  and  investigated.  Then 
the  atmospheric  conditions  were  interchanged  between  the  two  links  and  the  results  were  compared 
with  the  previous  case.  Also  in  each  case  the  transmitted  power  was  increased  or  reduced  to 
maintain  the  communication  link  for  the  desired  communication  range.  Consequently,  the  focus 
was  on  the  how  Qsys  changes  reflecting  gain  or  loss  inflicted  on  each  link. 

5.3.1  Same  Communication  and  Interception  Modes.  There  are  four  cases  to 
consider  but  since  air-to-ground  and  ground-to-air  are  the  same  only  air-to-ground  will  be  discussed. 
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In  all  scenarios  under  consideration  the  two  links  were  put  under  the  same  atmospheric  conditions 
of  Ti=20  °C,  17;=100  %RH,  g/mm^,  P/=101.3  kPa,  and  iZ;=100  mm/h. 

5. 3. 1.1  Air-to-Air.  This  situation  is  the  traditional  LPI  scenario  on  which  the 
original  LPI  equation  (equation  2.14)  was  based.  The  plot  of  Qsys  as  a  function  of  Rc  and  Ri 
was  presented  in  figures  5.8  and  5.9  to  illustrate  the  difference  between  ignoring  and  considering 
the  atmospheric  quality  factor  while  the  mode  quality  factor,  is  0  dB  (i.e.  same  propagation 
mode  for  both  links).  In  addition,  when  the  two  links  were  under  different  atmospheric  conditions, 
the  0  dB  Qsys  contour  line  moved  towards  the  link  that  was  under  more  favorable  atmospheric 
conditions  (this  term  was  explained  in  section  2.2.2)  giving  it  an  advantage  over  the  other  link. 

5. 3. 1.2  Air-to-Ground.  In  this  case  the  mode  quality  factor  added  some  atten¬ 
uation  due  to  the  difference  in  ranges  with  the  zero  contour  line  similar  to  that  in  the  air-to-air 
case.  It  can  be  seen  from  figure  5.12  that  the  contour  lines  are  similar  to  those  in  figure  5.9  but 
they  are  more  condensed.  That  is,  to  achieve  the  same  J?c=50  km  and  J?i=40  km  it  was  required 
to  increase  Qsys  to  6  dB.  The  reason  is  that  the  main  goal  of  LPI  is  to  increase  Rc  with  respect 
to  Ri.  Therefore,  the  intercept  link  suffers  less  mode  losses  than  the  communication  link  resulting 
in  an  advantage  for  the  interceptor. 

5. 3. 1.3  Ground-to- Ground.  In  the  ground-to-ground  scenario,  the  additional 
attenuation  was  exacerbated  by  the  dilference  in  ranges.  Since  the  changes  in  the  transmitter, 
receiver  and  interceptor  heights  was  in  the  order  of  meters,  the  major  cause  of  attenuation  was  the 
difference  in  ranges  which  was  in  the  order  of  kilometers.  Figure  5.13  shows  Qsys  contour  lines 
for  of  this  scenario  where  the  heights  of  the  receiver  and  interceptor  were  1  meter.  Again  the  0  dB 
Qsys  contour  line  is  the  same  as  the  previous  cases  but  the  other  lines  are  even  more  condensed 
than  the  previous  two  cases.  In  addition,  for  i?c=50  km  and  Pi =40  km,  Qsys  was  increased  to  8 


5-16 


Qsys  for  f— 50Hz  A— O  Int.  In  lOOmm/h  Rain,  And  A—G  Comm,  in  1 0Omm/h  Rain 


Figure  5.12  Contours  For  Qsys  for  Air-to-Ground  Communication  and  Interception  Links  Under 
The  Same  Atmospheric  Conditions  As  Shown 


Qays  for  f— SQHz  O— Q  Int.  In  lOOmm/h  Rain,  Q— O  Comm.  In  lOOmm/h  Rain 


Figure  5.13  Contours  For  Qsys  for  Ground-to-Ground  Communication  and  Interception  Links 
Under  Atmospheric  Conditions  Shown 
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dB  where  as  in  the  air-to-ground  case,  it  was  6  dB  resulting  in  an  increase  of  2  dB  due  to  both  the 
mode  and  atmospheric  losses. 

The  contour  lines  in  the  above  three  cases  become  denser  as  the  mode  goes  from  air-to-air  to 
air-to-ground  to  ground-to-ground.  Also  the  lines  are  not  straight  any  more  but  are  curved  due  to 
the  losses  in  both  links  being  a  function  of  the  range  to  power  4  (R^)  and  the  added  losses  due  to 
the  atmosphere  made  the  curves  nonlinear. 

5.3.2  Different  Communication  and  Interception  Modes.  The  mode  and  atmo¬ 
spheric  quality  factors  were  discussed  fully  in  isolation  in  the  previous  two  section.  This  section 
addresses  cases  with  different  modes  and  different  atmospheric  conditions.  In  the  case  of  different 
modes  for  the  communication  and  intercept  links,  the  situation  became  better  or  worse  for  the  com¬ 
munication  link  depending  on  the  mode  of  propagation  and  the  atmospheric  conditions  imposed 
on  the  communication  link.  In  the  following  cases  for  a  given  communication  and  interception 
mode,  different  atmospheric  conditions  were  set  then  interchanged  and  the  results  compared.  The 
two  atmospheric  conditions  considered  for  all  the  following  scenarios  were:  1)  rain  with  Ti—2Q  °C, 
Ui=100  %RH,  Wi=5  g/mm\  P;=101.3  kPa,  and  i?j=100  mm/h;  2)  dry  air  with  r(=20  °C  and 
the  rest  of  the  atmospheric  parameters  set  to  zero. 

5. 3. 2.1  Air-to-Air  Communication  And  Air-to-Ground  Interception.  The 

two  cases  are  shown  graphically  in  figures  5.14  and  5.15  shows.  First,  figure  5.14  shows  the  results 
for  an  air-to-air  communication  link  in  rain  with  an  air-to-ground  intercept  link  in  dry  air.  The  shift 
of  the  0  dB  line  towards  the  intercept  range  axis  indicates  that  even  though  the  communication 
link  was  in  air-to-air  mode  the  atmospheric  losses  in  the  communication  link  were  so  high  that  the 
intercept  link  had  an  advantage  over  the  communication  link.  For  example,  for  i?c=50  km  and 
i?i=40  km  required  <3sys=-l-5  dB  compared  to  -21.1  dB  for  the  same  case  ignoring  atmospheric 
effects  as  discussed  in  section  5.1.4.  Second,  when  the  atmospheric  conditions  were  reversed,  the 
situation  was  reversed  giving  the  advantage  to  the  communication  link  as  shown  in  figure  5.15.  As 
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Qsys  for  f^s  QHz  A— Q  Int.  In  Dry  Air»  A— A  Comm.  In  1 0Omm/h  Rain 


Figure  5.14  Air-to-Air  Communications  in  Rain  With  Air-to-Ground  Interception  in  Dry  Air 


a  result,  for  i?c=50  km  and  Ri=40  km,  the  requirements  on  the  communication  link  were  much 
less  and  Qsys  was  reduced  to  -37  dB. 


5. 3. 2. 2  Air-to-Ground  Communication  And  Air-to-Air  interception.  In 

this  case  the  communication  link  is  under  rain  while  the  interception  link  is  in  dry  air.  This  was 
compared  to  the  same  mode  situation  but  with  the  atmospheric  conditions  reversed.  The  results 
of  the  two  scenarios  are  shown  in  figures  5.16  and  5.17. 

Figure  5.16  shows,  as  in  section  5. 3. 2.1  that  the  requirements  on  the  communication  link  were 
increased  due  to  being  under  worse  atmospheric  conditions.  For  the  same  Rc  and  Ri  relationship 
as  before  (i.e.  Rc  =  50  km  and  Ri  =  40  km)  the  required  Qsys  was  45  dB.  Again  reversing  the 
atmospheric  conditions  resulted  in  reversing  the  advantage  as  shown  in  figure  5.17  where  Qsys  is 
10  dB. 


5. 3. 2. 3  Ground-to-Air  Communication  And  Ground-to-Ground  Intercep¬ 
tion.  The  same  atmospheric  conditions  used  before  were  applied  in  this  scenario  giving  the 
results  shown  in  figures  5.18  and  5.19.  Figure  5.18  shows  that  even  though  the  communication  link 
was  in  rain  it  was  still  able  to  easily  establish  LPI.  This  occurs  because  the  propagation  losses  in 
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100 


Qsys  for  f-S  OHz  A— A  Int.  in  Rain,  A— 3  Comm.  In  Dry  Air 


Figure  5.17  Air-to-Ground  Communications  in  Dry  Air  With  Air-to-Air  Interception  in  Rain 


the  ground-to-ground  interception  link  were  large  compared  with  the  atmospheric  and  propagation 
losses  in  the  communication  link.  In  figure  5.19,  interchanging  atmospheric  conditions  resulted  in 
making  it  easier  for  the  communication  link  to  be  covert  because  the  interception  link  was  suffering 
from  both  high  propagation  losses  and  high  atmospheric  losses.  Consequently,  in  such  situations  it 
is  very  difficult,  if  not  impossible,  for  the  interceptor  to  intercept  the  communications  signal. 


5. 3. 2. 4  Ground-to-Ground  communication  And  Ground-to-Air  Interception. 

Again  the  same  atmospheric  conditions  were  used.  The  results  are  shown  in  figures  5.20  and  5.21. 
This  case  is  the  opposite  of  the  previous  one  because  the  modes  were  switched  around.  Figure  5.20 
indicates  a  clear  advantage  for  the  interception  link  since  the  communication  link  was  suffering 
from  the  high  ground-to-ground  propagation  losses.  In  figure  5.21,  it  is  shown  that  even  when  the 
atmospheric  conditions  were  interchanged,  the  interception  link  still  had  a  large  advantage  over  the 
communication  link  despite  the  rain  on  the  interception  link. 
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Osys  for  f-S  OHz  Q— Q  Int.  In  Dry  Air,  Q— A  Comm.  In  Rain 


Figure  5.18 


Ground-to- Air  Communications  in  Rain  With  Ground-to-Ground  Interception  in  Dry 
Air 
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Figure  5.19  Ground-to- Air  Communications  in  Dry  Air  With  Ground-to-Ground  Interception  in 
Rain 


Qsys  for  f—S  GHz  Q— Q  int.  In  Rain,  G— A  Comm.  In  Dry  Air 
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Qsys  for  f— S  OHz  Q—A  Int.  in  Dry  Air,  O— Q  Comm.  In  Rain 
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Figure  5.20  Ground-to-Ground  Communications  in  Rain  With  Ground-to-Air  Interception  in  Dry 
Air 


Qsys  for  f— 5  OHz  Q— A  Int.  In  Rain,  O—Q  Comm.  In  Dry  Air 


TII-20  c 

^ - - — ■ 

UII-100  ^RH 

WII-5  g/mm''3 

^ - - 

PII-101.3kPa 

Rll— 100  mm/h 

- 

Comm,  link  In  Dry  Air  ^ 

- 

5-23 


5-4  Summary  of  Results 


In  conclusion,  the  results  obtained  in  this  research  emphasize  the  importance  of  both  the 
mode  and  atmospheric  quality  factors.  These  two  factors  should  not  be  ignored  in  LPI  analysis. 
On  the  contrary,  they  could  prove  very  useful  for  determining  ways  to  enhance  covertness  while 
reducing  the  design  requirements  on  the  communication  link.  In  addition,  the  results  indicated 
that  the  mode  quality  factor  is  very  crucial  for  the  communication  link,  especially  in  ground-to- 
ground  communications  mode  because  the  ground-to-ground  propagation  mode  the  losses  are  the 
highest  being  a  function  compared  to  R?'^  and  R?  for  the  air-to-ground  and  ground-to-ground 
modes  respectively.  Also  the  atmospheric  effects  become  more  severe  if  higher  frequencies  were 
employed  as  was  shown  in  the  Liebe  model.  Therefore,  in  Multimode  Low-Probability-of-Intercept 
(MLPI)  communication  system  analysis  both  should  be  considered.  The  results  for  this  chapter 
are  summarized  in  table  5.1. 
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■■11 

Communication 

Interception 

Case 

Tx-Rx 

Tx-I 

Results 

1 

A-A 

A-A 

Both  links  suffer  same  losses  but  since  Rc  is  desired 
to  be  larger,  loss  in  the  communication  link  is  higher 
and  both  are  function  of  Atmospheric  conditions 

add  losses  to  both  links  and  link  under  added  better 
conditions  will  have  an  added  advantage  over  the  other 
link.  See  figures  5.1,  5.9,  5.10  and  5.11 

2 

A-A 

A-G 

Loss  in  interception  link  is  higher  and  function  of 

R?'^  and  loss  in  communication  link  is  lower  and 
function  of  R^ .  If  interception  link  is  in  worse 
atmospheric  conditions  it  becomes  easier  for  communication 
link  to  establish  LPI  communications.  If  the  communication 
link  is  under  worse  atmospheric  conditions  atmospheric 
conditions  then  as  these  conditions  get  worse  the 
advantage  for  interception  link  increases.  See  figures 

5.4,  5.14  and  5.15 

3 

A-G 

A-A 

Communication  link  loss  function  of  and 

interception  link  loss  function  of  R^.  Gain  for 
interception  link.  If  communication  link  under  worse 
atmospheric  conditions,  requirements  increase  to  establish 
LPI.  If  interception  link  under  worse  atmospheric 
conditions  communication  link  gains  as  atmospheric 
conditions  get  worse.  See  figures  5.5,  5.16  and  5.17. 

4 

A-G 

A-G 

Similar  to  case  1,  but  propagation  losses  in  both  links 
are  function  of  iZ^  ®.  See  figures  5.2  and  5.12. 

5 

G-A 

G-G 

Communication  link  propagation  loss  function  of  R^'^. 
Interception  link  propagation  loss  function  of  R^. 
Communication  link  under  better  atmospheric  conditions 
it  makes  it  easier  to  establish  LPI.  If  interception  link 
is  under  better  atmospheric  conditions  interception 
capabilities  improves  depending  on  how  bad  are  the 
atmospheric  conditions  in  the  communication  link. 

See  figures  5.6,5.18  and  5.19. 

6 

G-A 

G-A 

Similar  to  case  4. 

7 

G-G 

G-G 

Similar  to  cases  1,  4  and  6.  But  losses  in  both  links 
function  of  R*.  See  figures  5.3  and  5.13 

8 

G-G 

G-A 

The  opposite  of  case  5.  The  communication  link  loss 
function  of  iZ‘*.  Interception  link  loss  function  of  iZ^  ®. 

See  figures  5.7,  5.20  and  5.21. 

Table  5.1  Summary  Of  Results  (I:  interceptor;  R*:  receiver;  Tx'.  transmitter;  A:  Airborne;  G: 
ground  based). 
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VI.  Conclusions  and  Recommendations 


6.1  Conclusions 

6.1.1  Summary.  The  objective  of  this  research  was  to  improve  Low-Probability-of- 
Intercept  (LPI)  communications  analysis.  Two  areas  were  considered:  1)  The  expansion  of  the 
LPI  analysis  to  include  air-to-ground,  ground-to-air,  and  ground-to-ground  communication  modes 
because  in  practical  applications  and  especially  in  military  operations  all  modes  of  communication 
are  employed  instead  of  air-to-air  communications;  2)  The  clarification  of  the  role  of  atmospheric 
effects  on  LPI  link  analysis  and  the  invalid  assumption  used  in  the  literature  that  having  the  same 
atmospheric  conditions  in  both  the  communication  and  interception  links  allows  the  analysis  to 
ignore  the  atmospheric  quality  factor,  Qatm-  The  overall  results  for  this  research  are  summarized 
in  table  5.1  in  section  5.4.  This  table  gives  a  very  quick  and  brief  reference  for  the  results.  The 
mode  and  atmospheric  effects  are  discussed  independently  in  the  following  sections. 

6.1.2  Modes  Quality  Factor,  QM.  The  inclusion  of  the  three  propagation  equations 
in  LPI  analysis  resulted  in  the  introduction  of  the  mode  quality  factor,  Qm,  which  was  added  to 
the  already  existing  LPI  quality  factors.  This  quality  factor  expanded  LPI  analysis,  to  include 
air-to-ground,  ground-to-air,  and  ground-to-ground  propagation  modes.  Consequently,  the  LPI 
analysis  was  expanded,  from  just  being  applicable  to  air-to-air  scenarios,  to  include  all  the  possible 
scenarios  that  might  be  considered  by  the  combination  of  the  three  propagation  modes.  Which  was 
called  Multimode  LPI  (MLPI). 

6.1.3  Atmospheric  Quality  Factor,  Qatm-  The  results  obtained  in  this  research 
clearly  showed  that  the  assumption  of  ignoring  the  atmospheric  quality  factor  is  not  valid  whether 
the  communication  and  interception  links  are  under  the  same  or  different  atmospheric  conditions.  In 
addition,  it  was  noticed  that  the  atmospheric  quality  factor  can  be  advantageous  or  disadvantageous, 
from  the  communicators  stand  point,  depending  on  the  weather  conditions  in  both  links.  Generally, 
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the  link,  communication  or  interception,  that  is  under  worse  atmospheric  conditions  suffer  more 
losses  resulting  in  the  reduction  in  its  LPI  capabilities  in  terms  of  covertness  for  the  communication 
link  or  interception  for  the  interception  link. 

Another  important  point  concluded  was  that  using  spread  spectrum  techniques  is  not  always  a 
feasible  or  acceptable  solution  to  achieve  the  LPI  result  desired  because  the  processing  gain,  Gp,  has 
an  upper  limit  and  increasing  Gp  increases  the  system  complexity  and  cost.  In  addition,  if  spread 
spectrum  does  achieve  desirable  results  it  will  be  at  the  cost  of  very  high  processing  gain  which 
in  turn  means  more  expensive,  complicated,  and  heavier  communication  equipment.  Therefore,  in 
scenarios  where  the  requirements  on  the  communication  link  are  very  high  to  achieve  covertness, 
other  means  need  to  be  exploited  in  conjunction  with  spread  spectrum  techniques.  Some  of  these 
means  are  directional  antennas  and  null  steering  antennas. 

6.2  Recommendations 

It  was  concluded  that  other  means  might  be  required  in  some  scenarios  to  obtain  some  measure 
of  LPI.  Directional  antennas  and  null  steering  antennas  are  a  feasible  solution  provided  they  do  not 
add  to  system  complexity,  in  terms  of  high  processing  time  and  cost,  or  other  undesirable  effects. 
These  two  techniques  greatly  improve  covertness  while  reducing  the  requirements  on  signal  and 
system  design.  Therefore,  a  good  follow  up  research  project  would  be  to  study  the  feasibility  of 
including  these  techniques  in  the  MLPI  analysis  in  a  meaningful  way.  Also  since  the  results  in 
this  research  were  based  on  the  assumption  of  the  earth  being  quasi-smooth  and  flat  (flat  earth 
assumption  is  valid  for  a  range  of  about  50  km)  another  quality  factor  could  be  added  to  the 
analysis  to  account  for  terrain  effects.  Therefore,  additional  research  on  LPI  Quality  Factors  can 
be  very  useful  in  enhancing  MLPI  analysis  and  improving  the  accuracy  of  LPI  estimates. 
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Appendix  A.  The  Liebe  Model 


The  Liebe  Model,  also  known  aa  The  Millimetric  Propagation  Model  (MPM),  was  developed 
by  Dr.  Hans  Liebe  of  the  Institute  for  Telecommunication  Science  (ITS).  It  was  based  on  years  of 
laboratory  work  by  simulating  atmospheric  variables  and  monitoring  their  effect  on  electromagnetic 
waves  for  frequencies  up  to  1000  GHz.  The  results  were  studied  and  equations  generated  to  fit  these 
results.  Over  time,  refinement  of  the  experiments  resulted  in  adjustments  to  the  equations  to  yield 
a  closer  agreement  with  the  experimental  data. 

A.l  Introduction 

A  major  obstacle  in  using  millimeter  wave  frequencies  over  an  atmospheric  channel  is  signal 
attenuation  and  distortion  due  to  atmospheric  elements  such  as  rain,  fog,  snow,  and  suspended 
water  particles  [25].  The  MPM  Model  includes  the  broadest  number  of  observable  atmospheric 
phenomena  under  the  least  number  of  postulates  [7].  Therefore,  the  MPM  Model  relates  measur¬ 
able  meteorological  variables  (temperature,  pressure,  etc)  to  propagation  variables  (attenuation, 
time  delay  and  phase  dispersion).  Since  wave  parameters  (signal  strength,  polarization,  etc)  are 
modified  by  the  neutral  atmosphere,  a  macroscopic  approach  to  signal  propagation  is  to  model  the 
atmosphere  by  a  refractive  index  which  gives  a  measure  of  the  interaction  between  the  electromag¬ 
netic  wave  and  the  atmospheric  medium]?].  A  general  expression  for  a  propagating  plane  wave  is 
[22]: 

Eix)  =  E„  exp  {-j'rx)  (A.l) 

where  the  propagation  constant  7  is  defined  as  a  function  of  the  complex  refractive  index,  n 

7  =  2zf—  (A.2) 

c 
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Putting  this  result  into  equation  A.l  results  in  a  wave  equation  written  as  an  explicit  function  of 
the  refractive  index  n,  as 


E{x)  =  ^ocxp 


—j2.iT.f.x.n 

c 


(A.3) 


where 

•  Eo  is  the  initial  amplitude  of  signal 

•  c  is  the  speed  of  light  in  vacuum 

•  /  is  the  frequency  of  the  wave 

•  z  is  the  distance  traveled  by  the  wave 

In  above  equation  the  index  of  refraction,  n,  is  a  function  of  frequency  and  atmospheric  conditions. 
Although  the  changes  in  its  value  are  small  (in  the  order  of  0.0005  for  the  real  part  and  0.001 
for  the  imaginary  part),  a  small  difference  in  the  real  part  reduces  the  propagation  velocity  to 
something  less  than  c,  while  the  associated  imaginary  part  attenuates  the  signal  amplitude.  To 
make  the  study  of  refractivity  more  convenient,  another  measure  is  introduced  called  the  complex 
refractivity,  defined  in  units  of  parts  per  million  {ppm)  and  given  by  [25]  [13]: 

N  —  {n  -  1)10®  ppm  (-A-.d) 


A.2  MPM  Model 

The  seminal  references  for  the  MPM  model  are  [7]  [8] 

A.2.1  Model  Variables. 

A. 2. 1.1  Input  Variables,  The  input  parameters  for  the  MPM  Model  are: 


A-2 


1.  Barometric  pressure,  P,  in  kPa 


4.  Suspended  water  droplet  concent latioii,  Wi,  in  g/m^ 

5.  Rainfall  rate,  Ri,  in  mmjh 

6.  Frequency,  f,  in  Ghz 

In  summary,  six  atmospheric  input  variables  [Pi,  Ti,  Ui,  Wi  and  Ri)  and  frequency,  f,  are  used  in 
the  MPM  Model 
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A.2.1.2  Output  Variables.  The  main  output  of  the  model  is  the  complex  refrac- 


tivity  in  ppm  as 


Nt{f)  =  Noi  +  N{f)  =  Noi  +  N'{f)-jN''if)  (A.9) 


where  Noi,  the  nondispersive  part,  is  real,  positive  and  defined  as 


Nai  =  Ni+Nz  +  Ns  +  Ni 


(A.IO) 


where  dry  air  contribution  is  defined  as 


Ni  =  2.588p6» 


(A.11) 


water  vapor  contribution  defined  as 


N2  =  (41.6361  +  2.39)e6» 


(A.12) 


water  droplet  contribution  defined  as 


N3  =  U/(3/2)[l-3/(e„  +  2)] 


(A.13) 


and  rain  contribution  defined  as 


Ni  =  Ri(Z.7  -0.0l2R)/kr 


(A.14) 


The  factor  kr  is  the  imaginary  rain  refractivity  coefficient  which  is  a  function  of  frequency,  and 
drop  size  and  shape.  And  N  is,  the  dispersive  part  of  refractivity,  which  is  a  function  of  frequency 
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and  defined  by 


N  =  N'  -  jN"  =  {Ni  +  Nd  +  Nc)  +  +  Nr  (A.  15) 

where  N'  and  N"  are  real  and  Ni,  Nd,  Nc,  N^,  and  Nr  are  complex  in  general. 

The  dispersive  part  of  the  complex  refractivity  is  then  converted  to  the  following  path  specific 
variables:  a  the  propagation  loss  in  dB/km,  P  the  phase  dispersion  in  deg /km,  and  r  the  dispersive 
delay  in  ps/km.  These  variables  are  related  to  the  refractivity  as  follows 


0.1820/iV"(/) 

dB/km 

(A.16) 

1.2008/iV'(/) 

deg/km 

(A.17) 

z.mN'if) 

psec/km 

(A.18) 

Since  the  dispersive  part  is  important  because  it  causes  signal  amplitude  attenuation,  signal  phase 
dispersion,  and  signal  delay  as  shown  in  equations  A. 17,  A. 18  and  A. 18,  each  of  its  elements  will 
be  discussed  in  detail  next. 

A. 2. 1.3  Dispersive  refractivity.  As  shown  above,  dispersive  refractivity  consists 
of  five  parameters,  these  parameters  will  be  defined  and  explained  individually. 

1.  Moist  air  resonance  contribution.  Ni,  (44  oxygen  lines  and  30  water  vapor  lines).  The  spec¬ 
tral  line-by-line  summation  of  two  absorbing  molecules,  O2  and  H2O,  gives  the  resonance 
contribution 


44  30 

Ni  =  ^SiF{f)i  +  J2SkFif)k 

j=i  fc=i 


(A.19) 


F  =  F'  -  jF" 


(A.20) 
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where  5  is  the  line  strength  in  khz  (see  table  A.l)  and  F  is  the  line  shape  function  in  Ghz~^. 
The  shape  function  used  was  the  Van  Vleck-Weisskof  as  modified  by  Rosenkranz  describing 
the  pressure-induced  line  interference.  The  line  absorption  {F")  and  dispersion  refractivity 
(i^')  are  given  by 


{^o  +  fY 

Y 


(A.21) 


respectively,  where  the  following  abbreviations  were  used 


A  =  'yf/uo  (A.23) 

B  =  {i'l  +  'y^)/vo  «  Vo  (A.24) 

X  =  (uo-ff  +  j^  (A.25) 

y=^{vo  +  ff  +  7^  (A.26) 


The  parameters  in  the  above  abbreviations  are  shown  in  table  A.l  where  Vo  is  the  line  center 


Symbol 

O2  lines  in  air  (i) 

H^O  lines  in  air  (k) 

5,  khz 

7,  Ghz 

8 

ailO~^pO  exp  [02(1  —  ^)] 
a3l0-3(p6l">  «““^)  -f  l.le6>) 
(as  -f  aeO)lO~^p0°-^ 

bie9^‘^  exp  [62(1  —  9)] 
b3io-^pe>^  +  bsee’>^) 

0 

Table  A.l  The  Line  Parameters  for  Line  Spectra  of  Absorption 


frequency  in  Ghz  and  the  spectrometric  parameters  aj  through  ae  and  bi  through  be  for  the 
strength  S  ,  pressure  broadened  width  7,  and  pressure  induced  interference  S  are  listed  in 
tables  A. 3  and  A. 4. 
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2.  Dry  air  nonresonant  refractivity,  Nd,  has  a  small  effect  at  ground  level  pressure  due  to  the 
Debye  spectrum  of  oxygen  below  10  Ghz  and  pressure-induced  nitrogen  absorption  the  effect 
of  which  become  noticeable  above  100  Ghz.  The  imaginary  and  real  parts  of  the  nonresonant 
refractivity  term  for  dry  air  are  defined  as  follows 


(/) = 


To 


(A.27) 


(//7o)= 


-  1 


(A.28) 


where  the  the  Debye  strength  Sj  and  width  7o,  and  continuum  coefficient  ftp  are  given  by 


Sd  =  6.14.10-V^ 


(A.29) 


Jo  =  5.6.10-^(p  -b  l.le)6l  (A.30) 

Up  =  1.40(1  -  1.2.10-5/^-®)10-^“  (A.31) 

where  p  is  the  partial  pressure  for  dry  air  in  kPa  and  9  is  defined  in  equation  A. 6. 

3.  Water- Vapor  Continuum  Contribution,  Nc-  The  water-vapor  continuum  imaginary  and  real 
parts  are  defined  as 


K'{f)^f{b,e  +  bfp)10-^e9^ 


(A.32) 


Kif)  =  fboil  -  0.209)10-^69^-'’ 


(A.33) 
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where  e  is  the  partial  pressure  of  water  vapor  in  kPa.  These  are  considered  as  an  addition 
to  enhance  the  local  H2O  line  contributions,  where 

bs  =  3.5761^  bf  =  0.113,  bo  =  0.998. 

The  three  contributions  discussed  above  are  the  total  moist  air  contributions  to  the  refractiv- 
ity.  The  detailed  structure  of  the  MPM  Model  for  moist  air  is  shown  graphically  in  figure  A.l. 
It  shows  the  variation  in  refractivity  for  a  range  of  relative  humidity  levels  which  highlights 
the  molecular  resonance  absorption  at  60  Ghz,  119  Ghz,  and  higher  due  to  O2,  and  near  22 
Ghz,  183  Ghz,  and  higher  due  to  H2O.  This  graph  shows  the  importance  of  relative  humidity 
to  describe  the  water  vapor  effects  of  attenuation  and  dispersion. 

4.  Suspended  Water  Droplet  Refractivity,  Nw  Suspended  water  droplets  account  for  the  effects 
of  haze,  fog,  and  clouds  which  are  good  millimeter  wave  absorbers  and  scatterers.  The  real 
and  imaginary  parts  of  refractivity  are  defined  as 

K(f)  -  W,(9/2)[€"(1  +772)]-!  (A.34) 


Kif)  = 


1 

(co  +  2) 


V 

e"(l  +  7/2) 


(A.35) 


where  7/  =  (2  +  e')/e";  is  the  static  (/  =  0)  permitivity  and  e',  e"  are  the  real  and  imaginary 
parts  of  of  liquid  water  permitivity  which  are  defined  as 


e"if)  =  (e„  -  ei)(///p)[l  +  {f/fpf]  +  (ei  -  €2)(///.)[l  +  (///,)']  (A.36) 


,,  _  jec-ei)  {ei  -  €2) 

[l  +  if/fpr]  {^  +  {f/m  +  e2 


(A.37) 
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where  €„  =  77.66  +  103. 3(^  —  1),  ei  =  5.48,  and  €2  =  3.51.  And  the  principal  and  secondary 
relaxation  frequencies  in  Ghz  are  fp  =  20.09  -  142(^  -  1)  +  294(^  -  1)^,  and  /«  =  590  - 
1500(0-1). 

5.  Rain  Effects.  The  refractivity  of  rain,  Nr,  is  a  function  of  the  rain  drop  size.  When  the  drop 
diameter  is  in  the  range  of  0.1  to  5  mm,  substantial  interaction  takes  place  between  rain 
drops  and  electromagnetic  waves.  To  count  for  the  rain  effect;  the  real  and  imaginary  parts 
of  rain  refractivity  are  approximated  as 


N’'{f)  =  krRt 


(A.38) 


Ri{0M2Ri-Z.7)y^-^ 


(A.39) 


where  Ri  =  rainfall  rate  in  mm/h,  y  =  f/fr  and  =  53  —  R((0.37  —  O.OOlSiZ;),  fr  and  /  are 


in  Ghz.  Also  kr  =  xiP'-  and  z  =  12/^^  where  the  values  of  ii,  X2, 3/1  and  3/2  with  respect  to 


frequency,  /,  in  Ghz  are  shown  in  table  A. 2.  The  effect  of  rain  is  shown  graphically  in  figure 


/  Ghz 

Xl 

yi 

/  GHz 

X2 

3/2 

lto2.9 

3.51. U)-* 

■SSI 

lto8.5 

0.851 

2.9to54 

2.31,10-* 

119 

8.5to25 

1.41 

54tol80 

25tol64 

2.63 

-0.272 

ISOtolOOO 

18.6 

164tol000 

0.616 

0.0126 

Table  A. 2  Values  of  Regression  Fit  Variables  Xi,  X2,  yi  and  j/2 


A. 2.  This  figure  shows  attenuation  and  phase  dispersion  due  to  four  levels  of  rainfall  rate.  It 
can  be  seen  that  rain  has  a  major  effect  on  signal  propagation. 
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Vo 

ai 

0-2 

<*3 

50.474238 

9.694 

8.60 

0 

HI 

50.987749 

2.46 

8.694 

8.70 

0 

51.503350 

7.744 

8.90 

0 

1.165 

52.021410 

14.14 

6.844 

9.20 

0 

52.542394 

6.004 

9.40 

0 

53.066907 

5.224 

9.70 

0 

53.595749 

4.484 

10.00 

0 

54.130000 

3.814 

10.20 

0 

54.671159 

3.194 

10.50 

0 

55.221367 

2.624 

10.79 

0 

-1.151 

5.514 

55.783802 

2.119 

11.10 

0 

56.264775 

0.015 

16.46 

0 

2.881 

-0.069 

56.363389 

1344.00 

1.660 

11.44 

0 

4.750 

56.968206 

1763.00 

1.260 

11.81 

0 

-0.556 

4.104 

57.612484 

2141.00 

0.915 

12.21 

0 

-2.414 

3.536 

58.323877 

2386.00 

0.626 

12.66 

0 

-2.635 

2.686 

58.446590 

1457.00 

0.084 

14.49 

0 

6.848 

-0.647 

59.164207 

2404.00 

0.391 

13.19 

0 

-6.032 

1.858 

59.590983 

2112.00 

0.212 

13.60 

0 

8.266 

-1.413 

60.306061 

2124.00 

0.212 

13.82 

0 

-7.170 

0.916 

60.434776 

2461.00 

0.391 

12.97 

0 

5.664 

-2.323 

61.150560 

2504.00 

0.626 

12.48 

0 

1.731 

-3.039 

61.800154 

2298.00 

0.915 

12.07 

0 

1.738 

-3.797 

62.411215 

1933.00 

1.260 

11.71 

0 

-0.048 

-4.277 

62.486260 

1517.00 

0.083 

14.68 

0 

-4.290 

0.238 

62.997977 

1503.00 

1.665 

11.39 

0 

0.134 

-4.860 

63.568518 

1087.00 

2.115 

11.08 

0 

0.541 

-5.079 

64.127767 

733.50 

2.620 

10.78 

0 

0.814 

-5.525 

64.678903 

463.50 

3.195 

10.50 

0 

0.415 

-5.520 

65.224071 

274.80 

3.815 

10.20 

0 

0.069 

-5.520 

65.764772 

153.00 

4.485 

10.00 

0 

-0.143 

-5.520 

66.302091 

80.09 

5.225 

9.70 

0 

-0.428 

-5.520 

66.836830 

39.46 

6.005 

9.40 

0 

-0.726 

-5.520 

67.369598 

18.32 

6.845 

9.20 

0 

-1.002 

-5.520 

67.900867 

8.01 

7.745 

8.90 

0 

-1.255 

-5.520 

68.431005 

3.30 

8.695 

8.70 

0 

-1.500 

-5.520 

68.960311 

1.28 

9.695 

8.60 

0 

-1.700 

-5.520 

118.750343 

945.00 

0.009 

16.30 

0 

-0.247 

0.003 

368.498350 

67,90 

0.049 

19.20 

0.6 

0 

0 

424.763124 

638.00 

0.044 

19.16 

0.6 

0 

0 

487.249370 

235.00 

0.049 

19.20 

0.6 

0 

0 

715.393150 

99.60 

0.145 

18.10 

0.6 

0 

0 

773.839675 

671.00 

0.130 

18.10 

0.6 

0 

0 

834.145330 

180.00 

0.147 

18.10 

0.6 

0 

0 

Table  A. 3  Local  Line  Data  File  of  MPM  Model  for  Moist  Air  (a,-  for  O2) 
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Vo 

bi 

^2 

63 

64 

22.235 

0.109 

2.143 

28.110 

0.690 

67.814 

0.001 

8.735 

28.580 

iixwin 

119.996 

0.001 

8.356 

29.480 

183.310 

2.300 

0.668 

28.130 

321.226 

0.046 

6.181 

23.030 

RRnI 

325.153 

1.540 

1.540 

27.830 

0.680 

336.187 

0.001 

9.829 

26.930 

0.690 

380.197 

11.900 

1.048 

28.730 

0.690 

390.135 

0.004 

7.350 

21.520 

0.630 

437.347 

0.064 

5.050 

18.450 

0.600 

439.151 

0.921 

3.596 

21.000 

0.630 

443.018 

0.194 

5.050 

18.600 

0.600 

448.001 

10.600 

1.405 

26.320 

0.660 

470.889 

0.330 

3.599 

21.520 

0.660 

474.689 

1.280 

2.381 

23.550 

0.650 

488.491 

0.253 

2.853 

26.020 

0.690 

503.569 

0.037 

6.733 

16.120 

0.610 

504.482 

0.013 

6.733 

16.120 

0.610 

556.936 

510.000 

0.159 

32.100 

0.690 

620.701 

5.090 

2.200 

24.380 

0.710 

658.007 

0.274 

7.820 

32.100 

0.690 

752.033 

250.000 

0.396 

30.600 

0.680 

841.074 

0.013 

8.180 

15.900 

0.330 

859.865 

0.133 

7.989 

30.600 

0.680 

899.407 

0.055 

7.917 

29.850 

0.680 

902.555 

0.038 

8.432 

28.650 

0.700 

906.206 

0.183 

5.111 

24.080 

0.700 

916.172 

8.560 

1.442 

26.700 

0.700 

970.315 

9.160 

1.920 

25.500 

0.640 

987.927 

138.000 

0.258 

29.850 

0.680 

4.740 
5.380 
4.810 
4.230  0.480 

4.290  0.520 

0.500 


4.090 
5.760 
4.090  I  0.840 


4.780  0.780 

0.670 


Table  A. 4  Local  Line  Data  File  of  MPM  Model  for  Moist  Air  {bk  for  H2O) 
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Figure  A.l  Attenuation  And  Phase  Dispersion  At  Various  Relative  Humidities,  0,  25,  50  and  100 
RH 
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Appendix  B.  Wideband  Radiometer 


A  radiometer  is  a  signal  energy  estimating  device  which  detects  the  presence  or  absence  of  a 
signal  within  a  given  bandwidth,  W,  over  an  observation  time,  T.  Normally,  it  is  desirable  to  have 
W  and  T  matched  to  those  of  the  signaJ  desired  to  be  detected.  The  radiometer  block  diagram  is 
shown  in  figure  B.l. 


Vt 

Figure  B.l  Radiometer  Block  Diagram 


The  radiometer  consists  of  a  bandpass  filter  (BPF)  with  bandwidth  Bi,  followed  by  a  squaring 
circuit,  an  integrating  circuit  over  an  <)b.servation  period  Ti,  and  a  threshold  detection  circuit  of 
threshold  Vr-  Now  following  the  signal  through  the  system  analytically  will  yield  a  relationship 
between  the  radiometer  parameters  probability  of  detection  Pd,  probability  of  false  alarm  Pf,  Bi, 
and  Ti  and  the  required  signal-to-noise  ratio(SNR)  for  detection.  Assuming  signal  plus  noise  is 
present  at  the  radiometer  input,  the  BPF  output,  x{t)  is 

x(t)  =  s{t)  +  n{t)  (B.l) 


where 


•  s{t)  is  the  signal  coming  through  the  BPF  of  bandwidth  Bi 
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•  n{t)  is  the  noise  (AWGN)  coming  through  the  BPF  of  bandwidth  Bi  This  BPF  output  is 
then  squared  by  the  squaring  circuit  giving 


y(t)  =  [s(t)  +  n{t)]^ 


(B.2) 


The  output  of  the  squaring  circuit  is  then  integrated  over  a  period  Ti,  giving 


^(0  =  /  y(t)dt 

Jo 

pTi 

v(t)  =  I  [s(t)  +  u(t)]^  dt 

JQ 

rTi 

v{t)  =  /  [s(t)^  +  2s{t)n{t)  +  dt 

Jo 


(B.3) 

(B.4) 

(B.5) 


Taking  the  expected  value  of  v{t)  to  get  the  energy,  assuming  n(t)  a  zero-mean  random 
process  having  a  two-sided  power  spectral  density  (PSD)  of  No/2  and  assuming  the  noise  is 
uncorrelated  with  the  signal,  the  following  is  obtained 


fT. 

/  +  2s{t)n[t)  -1-  ra(t)^]dt 

Jo 

(B.6) 

[  '  [£;[s(f)^]  ■+■  2E[s{t)n{t)]  +  E\n{t)^]]  dt 

Jo 

(B.7) 

T  T' 

[  [E[s{t)^]]  dt-^  f  [E[n{t)^]]  dt 

Jo  Jo 

(B.8) 

E[v]  = 

+  N^qT^Bi 

(B.9) 

where  E,  is  the  signal  energy  and  NgTiBi  is  noise  energy.  Dividing  the  input  signal  energy 
by  the  input  noise  energy,  one  obtains  the  input  signal-to-noise  ratio  SNRijf 

Es 

NoTiBi 


SNRin  = 


(B.IO) 


The  corresponding  output  SNR  is  given  by  [2] 


SNRout  = 


SNR]fjTiBi 
1  +  2SNRiff 


(B.ll) 


For  a  radiometer,  the  SNR  at  the  input  is  usually  small  which  reduces  equation  B.ll  to 


SNRout  =  SNR]i,TiBi 


(B.12) 


the  output  SNR  in  equation  B.12  is  also  known  as  the  detectability  factor,  <P.  This  factor 
can  also  be  related  to  the  radiometer  performance  parameters  by 


d^  =  [Q-^iPf)-Q-\p,)y 


(B.13) 


where  Q  ^  is  the  inverse  error  function.  Now  equating  equation  B.12  with  equation  B.13 
gives 


SNRitf  = 


d 


y/T^Bl 


but 


SNRirj  = 


Sin  Sin 


Nin  NgBi  y/TiBi 


(B.14) 


(B.15) 


The  input  SNR  is  the  minimum  rcciuired  for  the  radiometer  to  be  able  to  detect  the  presence 
of  a  signal.  Therefore,  using  equation  B.15  the  required  SNR,  SNRreq,  can  be  defined  as 


SNRren  =  =  -7^ 

’  NoBi  y/TWi 


(B.16) 
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